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1. INTRODUCTION

it v r o tTechnsldgiesoAD (Evrotrust) is a legal entity, registered in the Commercial Register to
the Registry Agency with UIC 203397356, with seat and management address: Sofia city, region Izgrev,
r.d. Iztok, 2 Nikolay Haytov Str, entr. D, fl.2. Contact telephone + 359 2 448 58 58. Internet address:
http://www. jvrotrust.com

The company conducts public functions under the meaning of the Law on Electronic Document
and Electronic Trust Services (LEDETS).

Evrotrust is a supplier of qualified certification services. It provides to clients qualified certification
services and products with high degree of security against remuneration. The supplier provides its services
both on the territory of the Republic of Bulgaria and in all member-states of the European Union and other
countries worldwide.

Innovative in its business, Evrotrust provides users with the opportunity to generate remote
electronic signatures/seals. In this cost-effective working method the electronic signature/seal generation
medium is managed by the provider on behalf of the Owner/Creator of the electronic signature/seal.
Evrotrust guarantees the application of standard security and management procedures and uses reliable
systems and products, including secure electronic communication channels in order to guarantee the
reliability of the medium where electronic signatures/seals are generated, and to guarantee that the

medium is used solely under the supervision of the Owner/Creator of the electronic signature/seal.

1.1 REVIEW

MlCertification Practice S tSatenem/€RS)odEviottlist Techndlogiesa t i
AD is a public document. It can be changed at any time by Evrotrust and every new edit is communicated
to the third parties by an updated document published on the website of Evrotrust.

The Certification Practice Statement of Evrotrust describes the general requirements for provision
of qualified certification services. The document contains rules and procedures which should be complied
with when issuing and managing (stopping, termination and renewal) the effect of qualified certificates for
electronic signatures and seals, as well as qualified electronic time-stamps and qualified certificates for
websites. During the management process the necessary documents are collected upon admission and
inspection of the application for issuing qualified certificates for electronic signatures and stamps,
electronic time-stamps, as well as those stored by the supplied, depending on the requested service.

The Certification Practice Statement describes realization of the security measures during
provision of the qualified certification services provided by Evrotrust.

This document specifies the rights and obligations of both the participants in the Public Key
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Infrastructure (PKI) of the supplier, and of all external persons

(if any), participating in the activities for provision of qualified certification services. The
responsibilities, rights and obligations of the signatory are also described, as well as those of the developer
of the qualified electronic signature and stamp when using the certification services provided by Evrotrust.

This document contains description of the following provided by Evrotrust services:

u Issuing and management of qualified certificates for elaborated and qualified electronic
signatures/seals;

u Issuance and management of qualified certificates for website;

u Issuance and management of a qualified electronic time stamp;

Evrotrust can provide cryptographic, informational and consulting services related to the
applicability of the certification services, in compliance with the generally accepted recommendations,
specifications and standards. Evrotrust can publish separate General Conditions for these services.

The Certification Practice Statement is related to all participants in the Public Key Infrastructure of
Evrotrust all over the world, including certification authorities, registration authorities, trade agents, users,
end users and all relying parties.

Certification services are provided in accordance with the Integrated Management System
implemented by Evrotrust, which includes the requirements of ISO 9001:2015%, ISO 27001:20132 , ISO
22301:20123,1SO 20000-1:2011*, EU Regul at i pEUReégul@atlt 06 & 01 42(GOPR), BJ7 9
Directive 2015/2366" (PSD2), and the applicable legislation of the Republic of Bulgaria.

This document is structured in compliance with the framework defined in recommendation IETF
RFC 3647 Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework.

Evrotrust supports a number of documents associated with the implementation of the Practice.

Some of them are not publicly accessible because they are part of the security of Evrotrust information

11S0 9001:2015 Quality Management Systems;

2SO 27001:2013 Information Technologies. Security Methods. Information Security Mana§gstents;
31S0 22301:2012 Security of Society. Business Continuity Management Systems:
41S0200061:2011IT Service Quality Management System;

SEuropean Parliament and Co uriofiddly, 2814 gnelecardnic idemtificatio®ahd /
trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC
®European Parliament and Council Regul ati on “uralp&sbrswith7 9

regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (Ge
Data Protection Regulation);

" European Parliament and Council Directive 2015/2366 on payment services in theaimearket, amending Directives
2002/65/EC, 2009/110/EC and 2013/36/EU and EU Regulation No 1093/2010, and repealing Directive 2007/64/EC;
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management system.

1.2 PRACTICE REQUIREMENTS

Evrotrust applies the following general requirements:

a) Evrotrust applies a set of policies and practices appropriate to the remote electronic
signature/seal service. The applicable policies and practices are listed, together with their object identifiers,
in the issued certificates when using the service. For each certification service provided and each
certificate issued, Evrotrust has published on its website a policy and practice with included object
identifiers;

b) The management of Evrotrust approves the set of policies and practices and they are
thereafter published and communicated to the employees and relying parties, where appropriate;

¢) This document describes the practices and procedures used to address all requirements
identified for the applicable Evrotrust policy;

d) This document, in item 1.5.5 thereof, refers to the possibility of involving external
organizations supporting the services of Evrotrust. In the case of external organizations, their obligations
and applicable policies and practices shall be described in contractual agreements;

e) Evrotrust provides users and relying parties with the policy, practice and other relevant
documentation through the company's website: https://www.evrotrust.com/landing/bg/a/tsp-documents;

f) Evrotrust has a management body that finally approves this document;

g) The management of Evrotrust manages the implementation of the applicable policies and
practices;

h) Evrotrust defines the practices review process which takes place at least once a year, and
defines the responsibilities for their maintenance which it assigns to authorized personnel;

i) Evrotrust promptly updates the practices and policies, with each new version of the
documents being approved by the management and published on the company's website;

i) Evrotrust publishes each new edition of its applicable practices and policies without delay;

k) Termination of the service may occur upon termination or expiration of the trust services
agreement entered into between a user and Evrotrust. An agreement may be terminated upon closing a
user profile. Item 5.9 of this document stipulates the provisions for termination of an agreement upon

termination of the business of Evrotrust.

1.3 REGULATORY REFERENCES

The contents and structure of this document are in compliance with the following standards and

standardization documents:
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i RFC 3647 Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework;

u RFC 5280 Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile;

u RFC 3739 Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

u  RFC 6960 X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP;

u RFC 3161 Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

i RFC 5816 ESSCertIDv2 Update for RFC 3161;

o RFC 3279 Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List Profile;

i RFC 4055 Additional Algorithms and Identifiers for RSA Cryptography for use in the ~ X.509
Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;

u ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and

attribute certificate frameworks

u ETSI EN 319 401 AEl ectronic Signatur esicy an

Requirements for Trust Service Providers;

u ETSI EN 319 411-1 Policy and security requirements for Trust Service Providers issuing
certificates General requirements;

u ETSI EN 319 411-2 Policy and security requirements for Trust Service Providers issuing
certificates Requirements for trust service providers issuing EU qualified certificates;

u EN 319 421 v1.1.1 Policy and Security Requirements for Trust Service Providers issuing

Electronic Time-Stamps;

i ETSIEN319412-1 AEl ectroni c Si g s (ES)eCertifiaatedrofiles; Parta s t

1: Overview and common data structures; fi;

i ETSIEN319412-2 AEl ectronic Signatures and | nfrast

2: Certificate profile for certificates issued
i ETSIEN3194123 AEl ectronic Signatures and I nfrast
Certificate profile for certificates issued to
i ETSIEN319412-4 AEl ectronic Signatures and I nfrast
4:Certificat e profile for web site certificates issue

i ETSIEN3194125 AEl ectronic Signatures and | nfrast

5: QCStatement s; fi;
u  EN 319 422 Time-stamping protocol and electronic time-stamp profiles;
u TS 119 312 Cryptographic Suites;
u EN 319 521 Policy and Security Requirements for Electronic Registered Delivery Service
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Providers;
u  EN 319 522 Electronic Registered Delivery Services;
u EN 319531 Policy and Security Requirements for Electronic Registered Electronic Mail Service

Providers;
i EN 319 532 Registered Electronic Mail (REM) Services;
u ETSI TS 119 495: AEl ectronic Signatures

Requirements; Qualified Certificate Profiles and TSP Policy Requirements under the payment services
Directive (EU) 2015/2366n0

1.4 NAME AND DOCUMENT IDENTIFICATION

The full name of this document i s fi Qu &Vratrdst e d

Technol ogi e s publiélypaccassiole in electronic version on the website of EVROTRUST:
https://www.evrotrust.com/landing/bg/a/tsp-documents or is provided after preliminary request sent to e-
mail: office @Evrotrust.com.

The Practice has assigned unique object identifier (OID T Object Identifier) 1.3.6.1.4.1.47272.3.1.1.

The Practice is related to the policies for provision of qualified certifications for electronic signatures

and stamps and qualified certification services.

Policies includes:

U description of the conditions which Evrotrust complies with and observes when issuing qualified
certificates, as well as applicability of these certificates considering the security level and
limitations during their use.

U a set of specific procedures which are complied with during the process of issuing and
maintaining qualified certificates, requirements during identification, conditions and necessary
levels of security during creation of the electronic signature/stamp and storage of the private
key.

U specifies the applicability and degree of trust in the applied information in the qualification
certificates.

The Practice executes the general requirements for certification policies described in ETSI EN 319

411-1: NCP; NCP+; NCP; NCP+, DVCP and OVCP.

The practice meets the general requirements for certification policies set out in ETSI EN 319 411-

1. NCP - Normalized authentication policy, which corresponds to the generally recognized best
practices of certification-service providers used to support all types of transactions.

2. NCP + - Extended normalized authentication policy, which offers the quality of NCP, but also
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includes the requirements for a secure cryptographic device.

3. LCP - A policy for lightweight certificates that offers quality of service with fewer requirements
for use by NCPs, such as no physical presence required. Applies to certificates used to support any type
of transaction (such as digital signatures, web authentication).

4. EVCP - Extended policy for validation of TLS / SSL certificates, offering the level of security
required by the CAB Forum. The requirements are based on the requirements of NCP certificates, but
supplemented by the requirements of EVCG.

5. DVCP - Domain Authentication Policy (DVCP) for TLS / SSL certificates, offering the level of
security required by the CAB Forum. The policy requirements are based on the requirements of the LCP,
but supplemented by the requirements of the BRG.

6. OVCP - TLS / SSL Certification Policy for Organizations, offering the level of security required
by the CAB Forum. The policy requirements are based on the LCP but supplemented by the requirements
of the BRG.

7. IVCP - Individual Certificate Validation Policy (IVCP) for TLS / SSL certificates, offering the level
of security required by the CAB Forum. The policy requirements are based on the LCP requirements,

supplemented by the BRG requirements.

Evrotrust certification policies comply with the rules set outin ETSI EN 319 411-1 and the identifiers
for each policy. Evrotrust issues certificates applying the following policies:

a) normalized certification policy (NCP).

b) improved normalized certification policy (NCP +) and

c) extended certificate validation policy (EVCP).

In its certification activity, Evrotrust applies the following EU qualified certification policies:

1. Policy for certificates issued to natural persons (QCP-n) complying with EU requirements
(policy for NCP, NCP + and additional requirements for qualified certificates, as set out in Regulation (EU)
° 91 0/ ZXertifidajes issued in accordance with these requirements shall support advanced electronic
signaturesbhased on a qualified certificate as defined i

2. Policy for certificates issued to legal entities (QCP-I) complying with EU requirements (NCP
policy, NCP + and additional requirements for qu
910/2014). Certificates issued in accordance with these requirements shall support advanced electronic
signaturesbased on a qualified certificate as defined ;in

3. Policy for Qualified Certificates (QCP-n-gscd) issued to individuals using a signature creation
device (QSCD) (includes QCP-n, NCP + policy and additional requirements as set out in Regulation (EU)
© 910/2014). Such a policy requires the private k

of Regul ati on (SHA & policy réquir@s the Prilzade key to be located in a QSCD that meets
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the requir e ment s of Regul ati on (EV) B 910/ 2014. Cert

requirements shall support qualified electronic signatures as defined in Article 3 (12) of Regulation (EU)
© . 910/;20114
4. Policy for Qualified Certificates (QCP-I-gscd) issued to legal entities using a signature creation
device (QSCD) (includes QCP-n, NCP + policy and additional requirements as specified in the Regulation
( EU) -~ 910/2014). Such a policy requires thateth
located in the QSCD. Certificates issued in accordance with these requirements shall support qualified
el ectronic seals as defined in Article 3 (27) of
5. Qualified Certificates Policy for Websites (QCP-w) meeting the requirements of Regulation (EU)
- 910/2014 (requiring or not wusing a secure crypt
(a) Where the certificate is issued to a legal person, the requirements for QCP-w shall include all
EVCP requirements and additional requirements as set out in Regulation (EU) (910/2014.
(b) When the certificate is issued to a natural person, the requirements for QCP-w include all NCP
requirements and additional requirements as speci
The Practice executes the general requirements for certification policies described in ETSI EN 319
411-2: QCP-l ; QCP-l-gscd; QCP-n; QCP-n-gscd and QCP-w.
Quialification certificates issued by Evrotrust contain policy identifiers: Certificate Policy extension.
Each of the policies with which the qualification certificates from Evrotrust are issued acquire Object
Identifier (OID 7 Object Identifier) and Evrotrust specifies in its policies the identifiers according EN 319
411-1/ EN 319 411-2. The values of the Evrotrust identifiers are:

Qualified body/service Object Ide.ntifie.r .(OID), Policy
identifier
Evrotrust RSA Root CA 1.3.6.1.4.1.47272.1
Evrotrust RSA Validation 1.3.6.1.4.1.47272.1.1
Evrotrust TSA 1.3.6.1.4.1.47272.1.2
Evrotrust TST 1.3.6.1.4.1.47272.1.2.1
Evrotrust RSA Operational CA 1.3.6.1.4.1.47272.2
Evrotrust RSA QS Validation 1.3.6.1.4.1.47272.2.1
Evrotrust Qualified Natural Person Certificate for QES 1.3.6.1.4.1.47272.2.2
Evrotrust Qualified Natural Person Attribute Certificate for QES 1.3.6.1.4.1.47272.2.2.1
Evrotrust Qualified Legal Person Certificate for QESeal 1.3.6.1.4.1.47272.2.3
Evrotrust SSL Domain Validated Certificate 1.3.6.1.4.1.47272.24.1
Evrotrust SSL Organization Validated Certificate 1.3.6.1.4.1.47272.2.4.2
Evrotrust SSL EV Certificate 1.3.6.1.4.1.47272.2.5
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Evrotrust SSL PSD2 Certificate

1.3.6.1.4.1.47272.25.1

Evrotrust Qualified Natural Person Certificate for AES

1.3.6.1.4.1.47272.2.7

Evrotrust Qualified Legal Person Certificate for AESeal

1.3.6.1.4.1.47272.2.8

Evrotrust Qualified PSD2 Legal Person Certificate for AESeal

1.3.6.1.4.1.47272.2.8.1

Evrotrust reserves its right to broaden the maintained Policies of issued certificates through the

operational Certification Bodies.

Evrotrust ensures that it does not change the object identifier of this document as well as the object

identifiers of policies, practices and other referral documents. If there is an extension/update in policy and

practice that will not affect previously issued certificates, Evrotrust presents a new object identifier that

covers the new certificates or extended/updated ones. Evrotrust follows an internal OID management

procedure.

1.5 PARTICIPANTS IN THE INFRASTRUCTURE OF EVROTRUST

The Practice regulates the most important relations between the participating parties in the

structure of Evrotrust, its consultants and auditing teams, as well as he relations between the supplier, the

users of qualified certification services and the relying parties. The requirements and rules described in

the Practice are applied for:

u  Certification authorities;

U Registration authorities;

i Users (Clients/Subscribers / Signatories / Creators, etc.);

u Relying parties;

u  Other participants.

Evrotrust provides qualified certification services to all natural and legal persons who agree with

the rules of this document. The aim of the Practice is that the clients are assured in the security of the

provided qualified certification services.
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1.5.1 CERTIFICATION AUTHORITIES
1.5.1.1 HIERARCHY OF THE AUTHORIZING AUTHORITY

Evrotrust RSA Root CA

- CRL
- OCSP: Evrotrust RSA Validation

- Timestamp: Evrotrust TSA

- Validation: Evrotrust Qualified Validation Service

| |

Evrotrust RSA Operational CA Evrotrust Services CA

- CRL

- CRL - OCSP: Evrotrust Services OCSP
- OCSP: Evrotrust RSA QS Validation - QERDS :Evrotrust QERDS SU
- End User Qualified Certificates - QREMS: Evrotrust QREMS SU

- QPSES: Evrotrust QPSES SU
- Validation: Evrotrust Qualified Validation Service SU
- Timestamp :Evrotrust Timestamp TSU

1512 ROOT CERTI FI CATI ONEWOTRUSIRR STAY RGOT CAfi)

AvrotrustRSA Root CAfA issues qualified electronic ¢
in infrastructural relation in the domain of Evrotrust. The root certificate of Evrotrust is issued and signed
automatically with the root private key of Evrotrust. The supplier signs certificates for public keys of its

operational Certification authorities with the root private key.

1513 OPERATI ONAL CERTI FI CATIEOROTRUSTROR| ORERATI ONAL
Avrotrust RSA Operational CARM i s s u ersaccardaace with the Practicé e d
and Policy for provision of qualified certification services.
The user qualified Ewretut REAcOpesatiisesmald GAA Ai n
Evrotrust are:

1 Evrotrust Qualified Natural Person Certificate for QES/AES (E-Sign) - issued to a natural
person (Signatory). It has the nature of a qualified certificate for qualified electronic signature/advanced
electronic signature QES/AES. It can be used for identification and establishing identity when accessing
internet applications, secured communications and electronic signing of any type of documents. The

certificate can also include data of a legal entity, associated with natural person, on behalf of which the
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Signatory will sign.

9 Evrotrust Qualified Legal Person Certificate for QESeal/AESeal (E-Seal) - issued to a legal
entity (Creator). It has the nature of a qualified certificate for qualified electronic stamp/advanced electronic
stamp (QEStamp/AEStamp). It can be used to guarantee the origin and integrity of outgoing data by the
legal entity, for example: electronic documents, pictures, architectural projects, software, etc.

fEvrotrust Qualified PSD2 Legal Person Certificate for AESeal (E-Seal) 7 issued to payment
service providers (PSP) under PSD2. It constitutes a qualified certificate for AEStamp. It is used to meet
the requirements of PSD2.

fEvrotrust SSL Domain Validated/Organization Validated/EV Certificate (Website
authentication) 7 issued for the purpose of authentication of websites related to a given natural or legal
person. It constitutes a qualified website authentication certificate within the meaning of Regulation (EU)
No 910/2014 and is used to assure website visitors that there is a genuine and legitimate entity standing
behind the website. The technology secures reliable connectivity through a secure information exchange
protocol.

fEvrotrust SSL PSD2 Certificate (Website authentication) i issued for the purpose of
authentication of websites related to payment service providers (PSP) under PSD2. It is used to meet the
requirements of PSD2. It constitutes a qualified website authentication certificate within the meaning of
Regulation (EU) No 910/2014 and is used to assure website visitors that there is a genuine and legitimate
entity standing behind the website. The technology secures reliable connectivity through a secure
information exchange protocol.

9 Evrotrust Qualified Natural Person Attribute Certificate for QES - issued in order to identify a
natural person (Signhatory) with attributes, which are specific and are described in the certificate. It has the
nature of a qualified certificate for QES. All the procedures and rules that are followed during its issuance
and maintenance i s Evrdtrast Qualified Natusal Pérsom Cettificate fok QES/AES (E-
Sign)n. The di f f er ethewvalditypperiodythessnopetahdeha type ®f thie oertified data.

The qualified operational certification authority of Evrotrust executes the following specific
obligations included in the Policy and Practice of Evrotrust:

a Approval of electronic request for qualified certificates or qualified certification services;

a Issuing qualified certificate and qualified certification service based on the requirements
after identification of the users;

a Publishing and maintaining issued qualified certificates in compliance with the procedures
described in the Policy and Practice of Evrotrust;

a Approval and execution of request for revocation of qualified certification service in

compliance with the procedures described in the Policy and Practice of Evrotrust;
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u Issuing a Certificate Revocation List (CRL);

u Publishing the issued Certificate Revocation List (CRL);

a Stores the records (logs) on the process for issuing qualified certification services, which
are subject to audit;

u Other activities and services related to the activity of Evrotrust.

Evrotrust reserves the right to broaden or change its infrastructure with another hierarchy or to

extend of the current one.

1514 AUTHORITY FOR INSPECTION OF CERTIFICATE STATUS (OCSP SERVICE)

Within the infrastructure of Evrotrust, the qualified certificates used for the signing of the
validation request are as follows:
1 Evrotrust RSA Validation and Evrotrust RSA Root CA OCSP i Used for the validation of the root

signature and is issued directly by the Root Certification Authority (Evrotrust RSA Root CA).

1 Evrotrust RSA QS Validation and Evrotrust RSA Operational CA OCSP i Used for the validation
of qualified certificates and is issued by the Operational Certification Authority (Evrotrust RSA
Operational CA).

In the process of validating a qualified electronic signature/seal, the Evrotrust Validation Authority shall
confirm the validity of the qualified electronic signature/seal if:

u the certificate attached to the signature/seal by the time of signing/sealing was a qualified
certificate of electronic signature/ seal meeting

u  the qualified certificate issued by Evrotrust was valid by the time of signing;

u  the signature/seal validation data corresponds to the data provided by the relying party;

u  the unique set of data presenting the Signatory/Creator of the electronic signature/seal in the
certificate has been duly submitted to the relying party;

u  the relying party has clearly indicated that an alias had been used by the time of signing;

i the electronic signature/seal has been generated by a device for the creation of an electronic
signature/seal;

u  the integrity of the signed data is not jeopardized;

u  the requirements of this document have been met by the time of signing;

The system used by Evrotrust for the validation of qualified electronic signature/seal provides the
relying party with the correct result of the validation process and enables it to detect potential security
related issues.

When accepting a qualified certificate, each relying party may request a real time verification of the

certificatesd status t-lhirmag@Geratni fOCSaPt es eStvaetru s( Ohr o

status online verification).
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The real time verification of a certificate is not a mandatory function for the relying parties, but the
use of this service is recommended by Evrotrust. In order to achieve a higher level of security in the use
of electronic signatures/seals, it is advisable to have the service integrated in the process of creating or
accepting documents that are electronically signed.

1.5.2 REGISTRATION AUTHORITY

The functions of the Registration Authority are executed by a separate structure of Evrotrust or by
external persons, to which Evrotrust assigns their realization, within the scope permitted by the law. These
functions are:

u  Approves request for qualified certification service;

u  Through appropriate means and in compliance with the legislation inspects the identity and, if
applicable, all specific data for the user to which the qualified certificate is issued;

u ldentifies the person who submitted a request in accordance with the rules and procedures
established by Evrotrust;

u  Certifies the veracity and admissibility of a submitted electronic request for qualified certificate;

o Notifies the users for issued qualification certificate;

u  Provides reliable environment for receiving the issued qualification certificate or for using
gualification certified service;

u Initiates and submits to the certification authorities the requests (these might be in paper or
electronic form) for management requests (suspension, renewal or revocation) of issued certificates;

u  Performs approval of requests for continuing the effect of a qualified certificate on behalf of
Evrotrust;

U signs contracts for provision of certified and other cryptography, informational and consulting
services with the users, on behalf of Evrotrust;

u  Other functions guaranteeing the functioning of a qualified certification service of Evrotrust.

The Registration Authority can be a separate unit within a legal entity, different from Evrotrust, to
which rights to conduct these activities or part of them on behalf of Evrotrust were delegated. The relations

between Evrotrust and Registration Authority are settled by a contract.

1.5.3 USERS

Every natural person, legal entity or other who signed a contract with Evrotrust for qualified
certification service is a user of this service, provided by Evrotrust.
When this could be practically conducted, the provided certification services and the products used

during provision of the services are also accessible to people with disabilities.
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1531 SIGNATORY

The signatory is a natural person who creates an electronic signature.

The signatory conducts on their behalf or on behalf of another person they represent, electronic
statements, who they sign electronically in compliance with the representative rights granted to them. The
person who is represented by the Signatory can be stated in the qualified certificate.

The signatory of the electronic signature can assign the servicing of the tokens for creating qualified
electronic signatures to a third party, under the condition that appropriate mechanisms and procedures
were implemented, which guarantee that the signatory has sole control on using the data, related to
creation of their electronic signature, and that when using the token the conditions regarding the qualified
electronic signature were executed.

Only the signatory of the qualified certificate has the right to access the private key for signing

electronic statements, through which they create an elaborate or qualified electronic signature.

1.53.2 CREATOR OF A SEAL

The creator of a seal is a legal entity, which creates an electronic signature.

The creator can seal electronic objects, regardless of their nature (software, pictures, music,
movies, books, architectural projects, data base, design, etc.), with which they manifest that they are the
legitimate source of this electronic object and that the object is with intact integrity). The electronic seal
does not guarantee rights on the electronic object (copyright or other).

The legal entity is stipulated in the issued qualified certificate for electronic seal as Creator.

Only the Creator in their capacity as User of the qualified certificate, is entitled to access to the
private key for stamping electronic statements, through which they create an elaborate or qualified

electronic stamp.

1.5.3.3 SUBSCRIBER

A subscriber (client) is the person that uses the qualified trust service. A subscriber may be a legal
or a natural person or another entity and may be the same as the Owner/Creator.

A subscriber may act on behalf of one or a few different Owners/Creators with which it has a
connection. For example, the subscriber may be a company which requires certificates for its employees
in order to enable their participation in electronic business processes on behalf of the company and may
not appear in the data shown in the issued certificate. A subscriber may also be a person wishing to use

a trust service of Evrotrust to certify time.
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1.5.4 RELYING PARTIES

Relying party means a natural person or legal entity who relies on the certification service.

The relying parties should have knowledge and skills regarding the use of the qualified certificate
and to trust the certified circumstances in them, considering only the applicable Policy, especially regarding
the security level during inspection of the identity of the Signatories and the identity of the Creators of
these qualified certificates, as well as regarding the use limitations included in the certificate.

The relying parties have permanent access to the registers of Evrotrust, for inspection of the validity
of the qualified certificates, for establishing the electronic identity of the Signatories/Creators, or of other
circumstances and data, included in the certificates or these registers.

The relying parties established outside the territory of the Republic of Bulgaria can rely on reliable,
secure, easy and comfortable qualified validation of the qualified electronic signatures and electronic

stamps in an automated manner, the certificates for which were issued by Evrotrust.

1.5.5 OTHER PARTICIPANTS

For certain activities, pursuant to Regulation (EU) No. 910/2014, Evrotrust may involve external
parties. The relations regarding such activities shall be regulated in an agreement. Such agreement shall
set out the rights and obligations of the external parties involved in the certification service provision
activities. Evrotrust uses subcontractors and service providers, such as specialized data centers, for
reliable and secure colocation of server and network equipment, providers of cloud systems and services,
providers of automated identification services, IT services and others. When working with subcontractors
and providers, Evrotrust requires them to strictly follow its procedures, in accordance with this Policy and

Practice.

1.6 QUALIFIED CERTIFICATES USAGE AND APPLICABILITY

Qualified electronic signature/stamp certificate for qualified electronic time-stamp or for website
authenticity is issued by Evrotrust Technologies AD in its capacity of a qualified certification services
provider and meets the requirements of usage and applicability set out in Regulation (EC) 910/2014.

*A description of the use and applicability of the Qualified Certificates is contained in the Policy for

Providing Qualified Certificate for Qualified Electronic Signature / Seal.

1.7 PRACTICE MANAGEMENT IN QUALIFIED CERTIFICATE SERVICE PROVIDING

Each version of the Qualified Certification Service Practice is effective (current status) until the
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new version approval and publication. Each new version is developed by Evrotrust employees and is
published after its approval by the Board of Directors.

Subscribers are required to comply only with the current version of the Practice at the time of use
of Evrotrust services.

The Contact Person for management of the document "Practice in Providing Qualified
Certification Services" by Evrotrust Technologies AD is the Executive Director of Evrotrust.

Further information can be obtained at the following address:

Evrotrust Technologies AD

Sofia, 1766

"Okolovrasten pat" 251G, Business center MM, floor 5

telephone, Fax: + 359 2 448 58 58

email: office@evrotrust.com

2. RESPONSIBILITY FOR PUBLICATION AND REPOSITORY
2.1 REPOSITORY

Evrotrust maintains a repository in which current and previous versions of electronic documents
are located. Evrotrust manages and controls the company's website where it publishing all current versions
of electronic documents and provides secure and continuous access to them by stakeholders. The
certificates register is a database in which are published all the issued Evrotrust certificates, which are
used during its activity, user certificates and certificate revocation lists. Regarding the repository, Evrotrust
fulfils the following requirements:

U the certificates register contains PKI (Public Key Infrastructure Certificates) and Client
Certificates available to subscribers, subjects and relying parties;

U ensures that all certificates published in the certificates register belong to the users or their
authorized representatives;

U certificates shall be available for retrieval in only those cases for which the subject's consent
has been obtained;

U ensures that the certification bodies certificates belonging to Evrotrust and user certificates
(subject to their prior approval) are published;

U publishes on its web site (https://www.evrotrust.com) the current "Qualified certification
services policy", "Practice in providing qualified certification services", General Terms and Conditions,
forms of documents for users and agreements between the parties as well as archived versions;

U gives access to information about certificates status by publishing CRL or by using OCSP

protocol;
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U All users and relying parties are provided with permanent access 24/7/365 to the information
contained onthe pr ovi der 0 at htips:vwvedvrbtreist.com. Access to this information has no
geographical restrictions;

U provides access to the certificates register for the certifying authorities, the Registration
Authority, users and;

U publishes other information quickly and in accordance with the deadlines specified in this
document;

U provides safe and controlled access to information in the certificates register.

All users have unrestricted access to all web site information.
2.2 INFORMATION PUBLISHED BY EVROTRUST

The Evrotrust website is available via address: https://www.evrotrust.com.
Access to the web site can be performed by HTTP/HTTPS protocol.
The information published by Evrotrust includes documents describing:
0 Conditions and procedure for issuing an electronic certificate, including the rules for
establishing the identity of the Certificate signatory;
U Security procedures for issuance and management of the certificates;
U Use of the certificates;
U Terms and conditions for use of the certificates, including requirements for private key storage;
U Conditions for access to a certificate and method of qualified certificate verification;
U Price for receipt and use of a certificate as well as prices for other services provided;
U Responsibility of Evrotrust and the Signatory/Creator of qualified electronic signature/seal;
U Terms and procedure by which the Signatory/Creator makes a request for cancellation of a
gualified electronic signature/seal.
U Audit reports carried out by an authorized institution;
U Additional information, such as messages and natifications.
A part of the quoted information is contained in this document and in the Practices for providing

other qualified certification services.

In addition to the documentation provided, Evrotrust also publishes in its repository:
U Its basic certificate (Evrotrust RSA Root CA);

U Operational Certificates of the Certification Authorities;

U Time-stamp Certificates;

U Certificates issued by Evrotrust;
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U Certificate Revocation List (CRL) issued by Evrotrust.

2.3 FREQUENCY OF PUBLICATION

Evrotrust publishes information with the following frequency:

0 fAQualified Certification Services Policy" a
Services " is subject to immediate publication upon each update;

0  Operative certificates - each time a new certificate is issued;

U Updating of the certificates register of the issued certificates is done automatically and
immediately after each newly issued valid certificate publication;

U  Updating of the Certificate Revocation List (CRL) is done automatically but not more than 3
(three) hours or immediately after cancellation or blocking/renewal of a valid certificate. In all Certificate
Revocation List (CRL), Evrotrust indicates the time for the next edition. The effective period of validity of
the published current List is specified in it provided that an update is made;

U Additional information - for each event occurred

2.4 ACCESS TO PUBLICATIONS

Evrotrust offers access to publications that are available on its web site via HTTP/HTTPS-based
access.

All web site information published by Evrotrust is publicly available. The access to the certificates
register is also not limited by Evrotrust, except by the Signatory request and only in respect of his/her
validly issued certificate.

The information published in the Evrotrust's web site is available on a permanent basis (24/7/365),
except for events beyond Evrotrust's control and in the case of short-term temporary interruptions for
regular check-up.

The Provider provides free access to all the basic and operational certificates of its active
Certification Authorities as well as free access to all nhon-active ones for a period of at least 2 (two) years
after the certificate expiry.

Communications between users and secure web pages of Evrotrust are implemented by using
HTTPS protocol.

Evrotrust has taken measures, logical and physical mechanisms for protection against
unauthorized addition, removal and change of the information published onthepr ovi der &8s web

Upon detecting violations of information, Evrotrust undertakes appropriate actions to restore the

information integrity. If necessary, Evrotrust imposes legal sanctions, notifies the affected entities and
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compensates them for their losses.

3. IDENTITY IDENTIFICATION AND AUTHENTICATION

This part of the Practice introduces the general rules for user authentication applied by Evrotrust at
issuing qualified certificates. Rules are based on certain types of information that is included in the
certificates. This ensures that the information included is accurate and reliable at the time of the certificate
issue. Data verification is mandatory at the user registration stage and at Evrotrust's request for all qualified
authentication services.

The Registration Authority of the provider carries out the following identification procedures:

0 accepts requests for issuing qualified certificates;

0 performs a check to establish the identity of the Signatory, respectively the identity of the
Creator and specific data about them with eligible means;

U approves after successful verification or rejects registered requests;

U notifies the Certification Authority to issue the required certificate.

Evrotrust, respectively the Registration Authority collects and receives the necessary identification
information and verification of the Signatory/Creator's identity.

Evrotrust has developed a specialized system for remote video identification through a mobile
application installed on the user's smart device. The same ensures user authentication in real time through
automatic video identification based on received data and an image from the national date of base of
identity documents or real-time videoconferencing from an operator on the basis of an identification
document electronically provided and a specific methodology. The video identification system for natural
persons used by Evrotrust has been certified for conformity to the requirements of Regulation (EU) ~
910/2014 by the authority for verifying conformity, giving the same degree of security as personal
appearance, pursuant to Art. 24, par. 4 of the Regulation (EU) ~ 910/2014

Automated remote identification of legal entities which will be entered in the issued qualified
certificates as well as the legally representative power of the Signatory against them shall be established
in real time by verification of the actual status and the entries in the commercial and other registers in
which they are entered.

Where a verification cannot be made, the identification of the legal entities and the verification of
the representative power shall be carried out on spot, on the basis of the documents submitted by an
Evrotrust employee or a Registration Authority.

Evrotrust ensures that physical and legal persons are properly identified, that their identity is verified
and that requests for qualified certificates issuance are fully, accurately duly verified and approved,

including the full nameftitle and legal status of the natural person/legal person concerned and the
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relationship between the verified data and the natural/legal person.

Identification and identity verification of the Signatory/Creator are carried out prior to the issuance
of a qualified certificate. These are performed by means of a remote identification system or by the
personal appearance of the Owner/Creator or a person authorized by him before an Evrotrust employee
or before a Registering Authority.

3.1 NAMES

Qualified certificates use all applicable names or other identifiers, including ASN.1 object identifiers.
The name certificate requirements are as defined in the ITU-T X.509 or IETF RFC 5280 and ETSI EN 319
412 Recommendations. The names may be compliant with the Domain Name Service (DNS) described in
RFC 2247.

The Registration Authorities shall verify and ensure that the names in the request for certificate
issuance comply with the X.509 standard.

The fASubject" field o nSigndtoey/Creaordtsi/f iAcuattheo rcbosn tnaai mm

The name and other distinguishing signs ofthe Si gnat o r y ih @e cereespondirigdields for
each type of certificate are in accordance with DN (Distinguished Name) formed according to X.500 and
X.520 standard.

Evrotrust operative certificates contain in the "Subject" field and the "Issuer” field a DN attribute
that forms its unique name.

A detailed specification of the certificates issued by Evrotrust is contained in the next sections of

this document.

3.1.1 TYPES OF NAMES

The name requirements in the issued certificates are as specified in Recommendation ITU-T X.509
or IETF RFC 5280 and ETSI EN 319 412. The names may be in accordance with the Domain Name
Service (DNS) described in RFC 2247. This way allows subscribers to use two types of names: DN and
DNS at the same time.

In order to provide an easier way for electronic communication with the user, an alternative name
(nickname) may also be used. The providermayissue a qual i fied certificate
the user only after the necessary identity information has been gathered for the same and it has been
successfully identified. The name may also contain the user e-mail address which is to be in conformity to

recommendation RFC 822.
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3.1.2 MEANINGFUL NAMES REQUIRED

The names included in the Distinguished Name (DN) of the user have their meaning in Bulgarian
or in other foreign language. The DN structure depends on the type of certificate and user. DN consists of
the following areas (the descriptions are in conformity to RFC 3280 and X.520):

Field C - an international abbreviation of the country name of (BG for Bulgaria),
Field CN - full / frequent use of the natural person or organization name,

Field GN - name of the natural person,

Field SN i surname of the natural person,

Field O - name of the institution the person represents,

Field E - email address of the Signatory/Creator;

Field SerialNumber - the natural person unique identifier,

(B B S e B ot S e R et S e

Other fields, which are detailed in the policies for the relevant qualified certificates profiles.

DN shall be verified by the Registration Authority operator and approved by the Certification
Authority.

3.1.3 USER ANONYMITY

Evrotrust does not publish certificates and other credentials to ensure user data anonymity (e.g.,

CIN), unless the person expressly declares his/her willingness to do so.

3.1.4 RULES FOR DIFFERENT NAMES INTERPRETATION

Interpretation of fields provided in the certificates issued by Evrotrust are in conformity to the user

profile certificates described below hereto.

The Common Name (CN) field contains the natural person name by which he/she is usually

indicated in his/her activity in all Certificates where the Signatory is entered.

The unique name attribute (DN) also contains information about the personal identity or individuality
of that person in the certificate, which includes a person on whose behalf the Signatory acts.

The name used in one user's certificate will never be used in another user's certificate.
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3.1.5 UNIQUENESS OF THE NAMES

The "Subject" field in the certificate is formed by the Signatory/Creator information provided online
or on paper by the person submitted the request or by an authorized representative when the initial request
for issuing of certificate is registered and which is checked by the Registration Authority on the basis of
documents, video identification and primary government registers verification.

Evrotrust ensures "DN" uniqueness of the Signatory/Creator in its domain by adding a requisite
that guarantees such uniqueness.

Signatory/Creator with unique DN in the Evrotrust domain may have more than one issued valid
gualified certificates.

Each issued certificate has an unique serial number ("SerialNumber") in the Evrotrust domain. The

combination of Al ssuer and Serial Number™" fiel

domain.

3.1.6 NAMES VERIFICATIONS AND DISPUTES IN THIS REGARD

Names not owned by a requesting party cannot be used in its applications. In case of a doubt, the
person is obliged to enclose documents proving names ownership.

It is beyond the care of Evrotrust to verify neither is the user entitled to use the name given in the
registration request, nor can he act as arbitrator for disputes resolution. Evrotrust is not responsible when
names used in the certificate violate foreign rights on a trade name, trademark, domain name, copyright,
etc.

In the event of a dispute arising from the names used, Evrotrust shall reserve its right not to issue
a certificate or terminate the contract for the maintenance of such unilaterally and without a notice.

Evrotrust shall not bear responsibility when names used by users in certificates violate foreign

subjective rights.

3.2 INITIAL REGISTRATION

The user's initial registration is made when he/she first submits a request for registration to
Evrotrust.
Registration includes procedures that allow data collection for his/her identity and the same to

identify himself/herself before the user certificate is issued. These data conformation requires physical

Print and Edit Evrotrust Technologies Inc.. Page 28 of 182




ltodsuvrsd VtR Ytrrduwuvodlcerr elDAS-CPS
c I‘OtI‘USt slofrRARARtUNREU It RULJUR vuf Uy  Forpublic use
1ISO 9001:2015, ISO 27001:2013,
ISO 20000-1:2018, 1ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version i 5.0
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 15.04.2021
Regulation (EU) 2016/679

attendance in front of Evrotrust employee or its Registration Authority, notary or other authorized person
confirming his/her identity/individuality. This procedure may be carried out remotely and, if possible,
automated in the order stipulated above, by a remote identification system meeting the Regulation (EU)
© 910/ reduitedhents.

The user i physical person is obliged to submit to the Registration Authority representative the
following information for unambiguous identification and verification of his/her identity:

U Names;

U Identity document- identity card, international passport or other identity document;

U National identification number, if any;

0 Contact details - mobile phone, e-mail and address.

After the successful verification of the Signatory's identity, the authorized operator in the

Registration Authority:

U offers a contract for qualified certification services signed on behalf of Evrotrust and stores all
documents submitted to the contract;

0 confirms the request for issuance and sends an electronic request for certificate issuance to
the operating certification body of Evrotrust;

a records the issued certificate on a secure signature creation device (QSCD) and transmits
it to the Signatory or the authorized person.

When using the remote identification system through a specially developed mobile application, the
Signatory requests remote service provision by submitting an identity document and data from it, as well
as mobile number and e-mail. In this case, the Signatory declares the contract conclusion of and the
issuance of a qualified certificate for a qualified electronic signature and immediately automatic signing of
the contract with Evrotrust.

A registration profile is maintained for every person in the Evrotrust systems.

3.21 PERSONAL KEY POSSESSION VERIFICATION

For issuance or continuation of a certificate, Evrotrust shall receive an electronic request in PKCS
#10 format. The specification of this certificate request format requires that the request to be signed by the
Signatory/Creator owning the private key.

Evrotrust verifies electronic signature/seal validity accompanying the request. The establishment
of the validity of the electronic signature/seal placed is sufficient reason to be assumed that the
Signatory/Creator has submitted an electronic request and possess a private key that is technically fit and
corresponds to the public key contained in the request.

The key pair corresponding to the qualified certificate issued by Evrotrust shall be generated in an
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electronic signature/seal creation device.

Where remote issuance of a qualified electronic signature/seal certificate is requested, Evrotrust
shall provide the Signatory/Creator with the service remotely by generating the key pair in a hardware
crypto module meeting the requirements for a secure signature creation device. The private key is stored
in encrypted form, using the Signatory's PIN code for encryption.

The access control to the private key is carried out only by the Signatory/Creator.

3.2.2 ESTABLISHING THE IDENTITY OF A LEGAL PERSON

Identity verification of legal persons (Creators) is carried out by a representative of the Registering
Authority through a background check in the respective registers using a submitted UIC, BULSTAT or any
other identifier of the person. Legal persons which cannot be subjected to an automated verification should
submit:

0 Judgment or other document certifying the legal person set up;

U Document certifying their good standing

0 Unique national identifier.

After copying all required documents, with the consent of the person submitted the request, the
copies remain inthe Evrotrustd s ar chi ve.

Where an authorized representative appears on behalf of a legal person, the authentication of the
information contained in the documents submitted shall be carried out by:

U0 "Certification ATr ue copy" and signature
Registration Authority employee in the event of the documents personal transfer;

U Notary certification of the documents, which are sent by mail to the Registration Authority;

U Signing of the attached electronic formats of the documents with a valid certificate for qualified
electronic signature/seal;

U Review and confirmation using a specialized mobile or other application and after due
identification of the representative and/or the legal person by an employee of Evrotrust.

The legal person authentication has two objectives. The first objective is to prove that the legal
person exists during the request reviewing. The second objective is to prove that the representative person
who applied for a certificate has been authorized to represent it by the legal person.

The Registration Authority employee can verify the registration through all available public services
in conformity to the Bulgarian legislation.

When identifying persons requesting the issuance of certificates in compliance with the
requirements of PSD2, Evrotrust verifies the specific features that the person provides and that shall be

entered in the certificates to be issued based on authentic information kept by a National Competent
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Authority (NCA) (e.g. a public register). Where the relevant NCA has laid down rules for the verification of
the relevant features, Evrotrust complies with and applies them.

If the subject is a device or system operated by or on behalf of a legal person, or other
organizational entity identified in association with a legal person, shall be checked against a duly man
dated subscriber either directly, by physical presence of a person, or shall have been checked indirectly

using means which provides equivalent assurance to physical presence.

3.2.3 ESTABLISHING THE IDENTITY OF A NATURAL PERSON

The identification and verification of the identity of the natural person (Signatory) is carried out by
a representative of the Registration Authority. Identification can also be done automated by remote
verification.

An identity document is required to be produced for identifying and verifying the identity of the
natural person.

The natural person who requests issuance or management of a qualified certificate shall complete
and transmit to Evrotrust documents in conformity to the provider policy for the issuance and management
of qualified certificates. The personal data can include mobile phone number, email address, home
address, etc. The natural person confirms data authenticity by:

U Signature in handwriting on the documents before the Registration Authority employee, in the
case of documents personal transfer;

U Notary certification of the documents, which are sent by mail to the Registration Authority;

U Signing of the attached electronic documents by a valid certificate for a qualified electronic
signature within the meaning ofthe Regul ati on (EU) -~ 910/ 2014;
Evrotrust can establish the natural person identity in the order stipulated above by using a specialized
mobile or other application and after an automated identification of the natural person or by Evrotrust
employee.

When using the Evrotrust mobile application, physical identification is performed through an automated
video identification system by checking a scanned identity document and obtaining data on its validity from
a national database of Bulgarian identity documents as well as biometric analysis of the face with photo
material obtained from the national database. In the event of a failure, identification is performed by an
operator using a special methodology through videoconference. The verification of the representative
power of a natural person against the legal entity is carried out by checking the data for the entries in the
respective registers with the Registry Agency.

Evrotrust performs verification of the information authenticity in the completed documents by

all legally permitted means in the respective public registers.
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A list of required documents for a natural person for issuing and managing of a qualified
certificate is maintained on the Evrotrust web site.
3.24 ESTABLISHMENT OF THE IDENTITY OF A NATURAL PERSON, AUTHORIZED
REPRESENTATIVE OF A LEGAL ENTITY

For the issuance of a qualified certificate to an individual (Holder), which is authorized by a legal person,
the authorized representative have to appear in front of the Registration Authority. Validation of the
information contained in the submitted documents is done by:

u  "True to the original" certification and a handwritten signature on the documents in front of the
employee of the Registration Authority in the case of personal transmission of the documents;

i Notary certification of the documents, which are sent by mail to the Registration Authority;

u Signing of the attached electronic formats of the documents with a valid certificate for qualified
electronic signature / seal;

i review and confirmation by using a specialized mobile or other application and after proper
identification of the representative and / or legal entity by an employee of Evrotrust as well as by
checking the registrations of the representative authority in the official registers (to the Registry
Agency).

The verification of the identity of a legal entity seeks to prove that during the examination of the application

the legal person exists and that the representative who applies for a qualified certificate has the power to

request the issue.

3.2.5 SPECIAL ATTRIBUTES

The Provider may include special attributes in the issued certificate associated with the Signatory
if the certificate is issued for a particular purpose under the relevant policy.

This information is subject to verification by the Registration Authority.

Evrotrust issues, at the request of a person for identification purposes before a relying party
EvrotrustQual i fi ed Natur al Person Attribute Certificat
text requisites of the identity document as far as they are provided at the time of his/her registration as an

user by the person.

3.2.6 UNCONFIRMED INFORMATION

Any information beyond the compulsory verified is unconfirmed information.

The Provider may include in the issued certificate and unconfirmed information for the
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Signatory/Creator that is not subject to verification by the Registration Authority. In this case, Evrotrust
shall bear no responsibility for this information.

3.2.7 CERTIFICATION AUTHORITY ACTIONS

Upon successful identification and verification of the conditions for issuance or management of a
gualified certificate by the Registration Authority, a Registration Authority representative confirms the data
to the Certification Authority. The Certification Authority shall immediately publish the issued certificate in
the certificates register, respectively the maintenance information in the Certificate Revocation List (CRL).

In Evrotrust, only the Operational Certification Authority that has issued a qualified electronic

signature / seal certificate may terminate this certificate.

3.2.8 DOMAIN LICENSE VERIFICATION

When issuing qualified website authentication certificates, Evrotrust verifies if domain registration
and Signatoryship in the public Whols databases correspond to the person requesting the certificate.
Where no such public information is available, users themselves provide the information necessary to

prove domain Signatoryship, subject to verification by Evrotrust.

3.2.9 CRITERIA FOR CONFORMITY

Quialified certificates issued by Evrotrust meet the requirements of Regulation (EU) 910/2014 and
are recognized in the European Union. Given the cross-border interoperability of the qualified electronic
signatures and seals formats introduced bythe Re gul at i on ( E |byalified clrtifitate2dd dod
exceed the mandatory requirements of the Regul at i on ( EUAt nationd kel qualifled
certificates include specific data such as Civil
request, but Evrotrust ensures that they do not hinder cross-border interoperability and recognition of

gualified certificates and electronic signatures/seals in the European Community.

3.3 IDENTIFICATION AND IDENTITY VERIFICATION UNDER A PROCEDURE FOR A QUALIFIED
CERTIFICATE RENEWAL

Evrotrust may renew a validly qualified certificate which has not been terminated within its term of

validtygenerating a nkwybkpy pair (ARe
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Evrotrust does not maintain the option for Renewal with preservation of the existing key pair
(Renewal) or with preservation of the serial number.

Evrotrust renews current Signatory/Creator certificates with a new key pair (Re-key) only if there
have been no changes in the verified information. Renewed certificates contain new serial numbers, new
public keys, new validity periods and new electronic signatures/seals of the Certification Body, whereby
the verified information therein remains the same.

Upon renewal, the current qualified certificate shall not be terminated and shall remain valid within
its period of validity.

Existing evidences can be re-used to validate the identity depending on applicable legislation and
whether the evidence remains valid given the time elapsed.

His/her personal attendance is not required before the Evrotrust Registration Authority for
identification and identity verification of Signatory/Creator of the qualified certificate, which is renewed,

In the event of changes of the information about the Signatory/Creator of qualified certificate, the
current certificate is not renewed. The provider issues a new qualified certificate following the initial

identification and identity verification and terminates the current qualified certificate immediately.

The Provider complies with the following time limits and identification requirements when

renewing a qualified electronic certificate:

Period Renewal Requirements
Up to 30 days before the expiry of the validity i There is no change in the
of the qualified certificate, which has not been certificate "DN"
_ _ _ U by Re-key
terminated and which has no change in the U The renewal request can be made
information certified in it remotely

) o U There is no change in the
Up to 30 days after the expiry of the validity of -
N N . certificate "DN"
the qualified certificate, which has not been | )
_ . _ U by Re-key U The renewal request can be made
terminated and that there is no change in the . _ _
on place (in the Registration

Authority)

information certified in it

More than 30 days after the expiry of the )
a N It is not renewed
gualified certificate

In the event of remote issuance and renewal of qualified certificates through a mobile application,
the renewal is always "Re-key" and a new certificate shall be mandatory issued. In this case, identity and

identification checks are not carried out but identity authentication checks are performed.
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With a view to PSD2 compliance, when renewing certificates that contain any information, subject
to PSD2 requirements, Evrotrust verifies it again and in doing so may request it again from the relevant
NCA. Where the relevant NCA has laid down rules for the verification of the relevant features, Evrotrust
complies with and applies them.

3.4 IDENTIFICATION AND VERIFICATION OF IDENTITY IN THE EVENT OF A QUALIFIED
CERTIFICATE SUSPENSION

Suspension of validity of qualified certificates is established Evrotrust operational practice and
differs from termination in that it leads to the temporary termination of the certification power of a certificate.
For legal reasons, Evrotrust always clearly notes the status of the certificates validity suspension.

Evrotrust is obliged to suspend the operation of a valid certificate through the Registration Authority
upon a request for suspension. The time in the systems related to stopping and terminating certificates is
synchronized to UTC at least every 24 hours.

The Provider, through the Registration Authority, does not identify and verify the identity of the
Signatoryd s / Cr eaad immediately stops the certificate operation.

When a remote qualification certificate is issued, it can be suspended by the mobile application

immediately by the user, through the functionality provided.

3.5 IDENTIFICATION AND VERIFICATION OF IDENTITY IN THE EVENT OF A QUALIFIED
CERTIFICATE TERMINATION

When Evrotrust terminates the qualified certificate, it shall reflect this in the databases it maintains
dully but no later than 24 hours after the request is received. Cancellation becomes valid as soon as it is
published.

Evrotrust terminates the validity of a certificate only after successful identification and identity
verification of the Signatory/Creator and a specified reason for termination. Otherwise, the certificate is
renewed.

Upon termination through the mobile application, identity and individuality verifications are not
performed due to the Signatory's access to the appropriate functionality.

Evrotrust provides each trusting party with information on the termination of the qualified certificates
operation issued by it, upon request. This information is made available at any time and even after the

validity of the certificate.
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3.6 IDENTIFICATION AND VERIFICATION OF IDENTITY AFTER TERMINATION OF A QUALIFIED
CERTIFICATE

Policy and practice of providing qualified certification services of Evrotrust does not allow a qualified
certificate renewal after its termination.

The Signatory/Creator of a terminated certificate may request the issuance of a new one.

The Provider, through the Registration Authority, performs initial identification and identity
verification of the Signatory/Creator if he/she requests a new certificate. This verification is is not performed
if the user requests issuance of a new qualified certificate from the mobile application where he/she has

an active account.

4. OPERATIONAL REQUIREMENTS

Evrotrust, through the Registration Authority, within the framework of the concluded Qualified
Certification Services Agreement, provides the following operating procedures for qualified certification
services applicable to qualified electronic signatures/seals:
registering of a request for a qualified certificate;
handling of a request for a qualified certificate;
issuing of a qualified certificate;
transmitting of the issued qualified certificate;
use of the pair key and a qualified certificate;
renewing of a qualified certificate;
suspension/renewal of a qualified certificate;

termination of a qualified certificate;

I e B e B e B S e B et S e B

qualified certificate status.

The Provider, through the Registration Authority, allows the Signatory/Creator to terminate the
Quialified Certification Services Agreement between them.

The time in the systems associated with certificates suspension and termination is synchronized

to UTC at least once per every 24 hours.

4.1 SUBMISSION OF A REQUEST FOR QUALIFIED CERTIFICATE ISSUANCE

Submission of a request for qualified certificate is a process where the user submits a request for
issuance of a qualified certificate to the Registration Authority of Evrotrust, in writing or in electronic form,

under the policy of issuing the relevant certificate.
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The request may be made by the Signatory/Creator or an authorized representative of the Author.

The user registers a request for a qualified certificate issuance online or through an operator at the
Registration Authority of Evrotrust.

In online mode, requests are submitted through network protocols such as HTTP/HTTPS, S/IMIME
or TCP/IP.

A request for a qualified certificate can also be submitted via the Evrotrust mobile application. In
this case, the above requirements do not apply.

4.1.1 PERSONS SUBMITTING A REQUEST FOR A QUALIFIED CERTIFICATE ISSUANCE

Any person belonging to one of the following categories of persons may apply for a qualified
certificate:
a natural person who will use a qualified certificate as a consumer,
an authorized representative of a legal person;

a Evrotrust employee, authorized with functions to the Evrotrust Certification Authority;

[en- R et e e

an authorized person to the Registration Authority, whether it is an external organization or

an organizational unit to the Evrotrust infrastructure.

4.1.2 PROCESSING OF THE REQUEST FOR A QUALIFIED CERTIFICATE ISSUANCE
41.2.1 USER CERTIFICATES

By signing of the Certification Services Agreement all users of qualified certificates shall accept the
obligations and warranties set forth therein as well as the Qualified Services Policy and this Practice. Each
user of a qualified certificate undergoes a registration process that includes the following steps:

U submitting of a request for a qualified certificate that contains true and accurate information.
The request may include additional, unverifiable information, a part of which is certified, and another part
facilitates the contact between Evrotrust and the Signatory/Creator;

a generating cryptographic pair key by Evrotrust or the user performs it himself. The
cryptographic pair key for Qualified QES/QES seal Certificates shall be generated on a secure
signature/seal creation device meeting the security level requirements definedinthe Regul at i on
910/2014;

a the electronic format of the request for issuance of a qualified certificate with the information to
be included in the certificate is a structure signed with the private key of the generated pair key at the
secure signature/seal creation device unless the request is made remotely through Evrotrust mobile

application;
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U where necessary, the Registration Authority submits to the Signatory/Creator or a person
authorized by him/her in protected form information/code for access to the private key at the secure
signature/seal creation device;

U in the case of a remote generation of a pair key by the user, the user shall provide the public
key to Evrotrust through the registration authority and prove ownership of the corresponding private key
corresponding to the public key;

0 on the basis of the approved requests for issuance and management of a qualified certificate,

the contract with Evrotrust is signed.
4.1.2.2 CERTIFYING AUTHORITY AND REGISTRATION AUTHORITY CERTIFICATES

Registration authorities providing qualified services that are not in Evrotrusté s or gani z
structure (external Registration authorities) are required prior to performing this activity to enter into an
appropriate contract with Evrotrust. In the agreement, besides the rights and obligations of both parties,
information should also be included on the identity of the persons participating in the Registration Authority
and their authorization to represent both parties during the contract execution. The persons authorized to
carry out this activity shall define the certificates type and designation before issuing them.

Certification Authority keys and certificates can only be generated during a key generation

ceremony involving only persons authorized by Evrotrust.
4.1.2.3 REQUEST FOR REGISTRATION OF USERS OF QUALIFIED CERTIFICATION SERVICES

The request for registration of users of qualified certification services is submitted at the
Registration Authority by physical, legal or authorized persons and includes the following information:

a full name of Signatory/Creator or of authorized person;

a evidence of the representative power of the Signatory over the Author and of the Authorized
Person of the Author ;

a identifiers: UIC (Unique Identification Code), etc.;

a the personbés postal address (country, di st
street or neighbourhood name, fax number);

u email address;

a type of the qualified certificate requested, taking into account its designation;

a identifier of the authentication policy on the basis of which the certificate is issued,;

a presence of a private key corresponding to a public key;

u public key;
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a additional information requested to be included in the certificate as well as admissible
unconfirmed one;

a signing of a Qualified Certification Services Agreement and agreeing to the terms and
conditions of the Policy and Practice for providing qualified certification services by Evrotrust.

Depending on the certificate content and its type, some of the data listed above may be absent.

If the cryptographic key pair is generated by the Signatory/Creator, the Registration Authority shall
check the submitted electronic registration request and the security level requirements of the secure
signature creation device

After successful identification, verification of the identity of the person applying for a qualified
certificate and upon receipt of the Registration Authority conformation, the registration request shall be

sent to the Certification Authority for the certificate issuance.

4124 RENEWAL OF A QUALIFIED CERTIFICATE, GENERATION OF A NEW KEY PAIR AND
CHANGE OF A QUALIFIED CERTIFICATE

The Signatory/Creator or the Authorized Person may request the qualified certificate renewal,
subject to the time limits, renewal requirements and conditions.

Qualified certificate renewal keeps the Signatoryd s / Cr ewat ¢ h&s Aut hori zed
from the current certificate where the validity period and the serial number are changed in the renewed
certificate.

Quialified certificates which have not been terminated during their validity period may be renewed
through the generation of a new key pair (Re-key). Evrotrust does not maintain the option for Renewal with
preservation of the existing key pair (Renewal) or with preservation of the serial number.

The qualified certificate renewal is preceded by the registration of a renewal request to the
Registration Authority or online.

When the qualified certificate has expired and the renewal request is within the specified time limits
and the renewal identification requirements, the Signatory/Creator or the Authorized Person shall visit
Evrotrustd s Re gi st r aartopearforn nernote adentificagion.

The Signatory/Creator or the Authorized Person may repeatedly renew a qualified electronic
signature/seal certificate.

The Provider does not allow the use of a key pair for electronic signature/seal for a period longer
than 3 (three) years.

The Registration Authority is to renew a qualified electronic signature/seal certificate by Re-key
under the following conditions:

U the certificate is not terminated during the period of its validity;
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U the Signatory/Creator or the authorized person declares that there is no change in the certified
information in his/her current certificate;

U a request for renewal of a qualified certificate is made up to 30 days before or after the expiry of
the period of validity of the certificate;

U strictly performs the user's identification and verification and the time limits specified at renewal,

In all cases where there is a change in the certified information for the Signatory/Creator or the
authorized person of the current certificate, the latter is not renewable and Evrotrust issues a new qualified
certificate.

Request for renewal of a qualified certificate shall contain at least the following:

U the uniqgue name of the Signatory/Creator or the authorized person;
U qualified certificate type/ designation;
U Identifier of the authentication policy on the basis of which the certificate is issued;

Some or all of the data contained in the request for renewal of a qualified certificate may be
authenticated by affixing an electronic signature/seal on condition that the subscriber holds a valid private
key for creating signature/seal at the time.

The provider does not allow a change in the profile of the electronic signature/seal certificates.

Renewal of a qualified certificate requested remotely through the Evrotrust mobile application is
not renewed. A new certificate is issued after it expires. In this case, additional identification is not carried

out, but only verification of authenticity of the identity data.

41.2.5 REQUEST FOR SUSPENSION AND TERMINATION OF CERTIFICATE

A request for termination of a qualified certificate is submitted by the Signatory/Creator or the
authorized person on site at the Registration Authority or electronically.

At the time of termination of a qualified certificate, the Registration Authority informs the user of
this fact (for example, by e-mail).

Evrotrust terminates a certificate issued by it in case of:

U death or imprisonment of the Signatory/Creator by termination of the representative power of the

Creator;
termination of the representative power of the Signatory towards the Creator;
establishing false data when issuing the certificate;
information subsequently became false;

upon a change of already certified information of the Signatory/Creator;

[T e B e R e S o]

compromising of the private key;

U delay in payment of the due remuneration;

Print and Edit Evrotrust Technologies Inc.. Page 40 of 182




ltodsuvrsd VtR Ytrrduwuvodlcerr elDAS-CPS
evrotrust slofrRARARIWNRES It RUCJ1UR vuaf Y  Forpublic use
ISO 9001:2015, ISO 27001:2013,

ISO 20000-1:2018, ISO 22301:2012, CERTIFICATION PRACTICE STATEMENT Version i 5.0
Regulation (EU) 910/2014, FOR QUALIFIED CERTIFICATION SERVICES 15.04.2021
Regulation (EU) 2016/679

U request for termination by the Signatory/Creator |, once the Provider

identity and the representative power. When a suspension or termination of a qualified certificate is
requested through the Evrotrust mobile application, identity verification is not performed.

The provider shall immediately terminate the operation of a valid certificate issued in each of the
above circumstances.

The provider shall terminate the issued certificates if it ceases its activity without transferring it to
another provider. In this case, it shall notify its users and terminates the certificates with one month's
notice. Within one month of being notified, Evrotrust shall reimburse the amount paid to the users in an
amount consistent with the remaining period of the Qualified Certification Service Agreement. When a
gualified certificate is requested through the Evrotrust mobile application, the subscriber's subscription
terminates from the moment the next renewal period occurs.

The Provider may suspend and terminate an Infrastructure Certification Authority if there are
reasonabl e grounds for compromising the Authori

Upon termination of the certificate of the operational Certification Authority for issuance and
maintenance of qualified certificates for electronic signature/seal, the validity of all issued and valid
certificates by it shall be terminated.

Only the operational Certification Authority that has issued a qualified electronic signature/seal
certificate may terminate this certificate.

If the termination results from an operator error or a consequence of compromising of an Evrotrust
operational private key, the Provider will issue an equivalent user certificate at its own expense.

Termination and suspension management services are available 24 hours a day, 7 days a week.

In the event of a system failure, services or other factors beyond the control of the Certification
Authority, Evrotrust shall make every effort to ensure that the service is available within 3 (three) hours.

The time in the systems associated with suspending and terminating certificates is synchronized
to UTC at least once every 24 hours.

Concerning the PSD2 compliance, requests for cessation or termination of certificates may also be
submitted by the NCA for issued certificates containing an authorization number of the payment institution
of Payment service provider (Payment Service Provider/PSP) registered with the same NCA. Furthermore,
the relevant NCA shall specify the serial humber of the certificate at issue, as well as the reason for
cessation or termination. The possible reasons for termination are:

U Terminated PSP authorization;

U A change in the payment institution's authorization number PSP;

U A change in the name or identifier of the an NCA;

U Termination of one or more of the roles certified with the issued certificate. The assumption of

a new role by a PSP is not a reason to terminate an issued certificate;

has
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U The termination is required by law;

U Other reasons.

If a NCA holds specific information under PDS2 and notifies Evrotrust that this information has
been modified and that it concerns the validity of a certificate issued by Evrotrust, Evrotrust shall verify the
information in question, regardless of the content and format thereof, without being obliged to do so within
24 hours.

Evrotrust verifies the authenticity and the veracity of the information and the requests extended by
the NCA and, where necessary, may perform or refuse the performance thereof, without being obliged to
provide any reasons for the acceptance or refusal thereof.

4.2 REQUEST PROCESSING

Evrotrust accepts requests for qualified certification services submitted individually. Requests can
be submitted online via a publicly accessible web-based application and on site at the Registration
Authority. In case the documents are sent by post, a notary certification of the signatures is required.
Requests can also be accepted through the Evrotrust mobile application.

Online submission via a publicly accessible web-based application is available through the
provider's website at: https://www.evrotrust.com. The user who has visited the corresponding section of
the site completes (in accordance with the instructions on this site) a corresponding application form and
sends it to the Registration Authority online. Requests for qualified certification services are processed by
an Evrotrust employee.

When a request is submitted to a Registration Authority, a Signatory/Creator or an authorized
person attendance is required. In case of authorization, documents proving authenticity are required.

When a request is submitted through the Evrotrust mobile application, it is generated automatically

in a user-friendly dialogue mode.

4.2.1 IDENTIFICATION AND VERIFICATION OF IDENTITY

Identification and identity verification activities of Evrotrust users are carried out by the Registration

Authority in accordance with the terms and conditions set out in this document.

4.2.2 ACCEPTANCE OR REJECTION OF A REQUEST
4221 PROCESSING OF A REQUEST BY THE REGISTERING AUTHORITY

Any request submitted electronically or on a hard copy to the Registration Authority is processed
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as follows:

i

[T e B e Y o

The Registration Authority receives the request from the Signatory/Creator or the authorized
person (in a hard copy or in an electronic format);

The Registration Authority checks if the person has paid a fee for reviewing a qualified certificate
request, provided that the payment is provided in the Evrotrust price list. In the absence of such a
fee, the request shall be rejected;

The Registration Authority verifies the data specified in the request, such as the person's personal
data, and verifications for ownership of a private key;

In case of a positive verification, the Registration Authority confirms the request;

If the original request contains incorrect information, it is rejected or corrected,;

A certificate is issued as a result of the confirmation;

The Registration Authority may also verify other data not specified in the request but required by
Evrotrust.

In the event of submitting the request through a mobile application, the above procedures do not

apply. In this case, a verified identity of the person and identification s verified - automatically or by an

operator. In the event of technological availability, automated verification is carried out in the national

database of identity documents or population registers. If the verifications are satisfactory, Evrotrust

generates the key pair remotely, in its hardware crypto module, encrypts the user private key with its PIN

and issues the qualified certificate.

4.2.2.2

REQUEST TO THE CERTIFYING AUTHORITY FOR ISSUE OF A QUALIFIED CERTIFICATE

Evrotrust may refuse to issue a qualified certificate to any person without any liability or

responsibility if the user indicates incorrect data in the certificate request.

[T e B e S o]

4.2.3

Evrotrust may refuse to issue a qualified certificate:

if the user cannot prove his/her rights on the proposed DN;

in case of a doubt that the user falsifies data or indicates incorrect data;

if the user engages significant resources from Evrotrust to handle more requests than needed;

if the user does not make a payment for issue of a certificate, provided that the payment is provided
in the Evrotrust price list;

if other important reasons not mentioned above exist.

Candidates whose requests are rejected may subsequently reapply for a qualified certificate.

WAITING FOR A QUALIFIED CERTIFICATE ISSUE

The Registration Authority of Evrotrust immediately, in the presence of the user - Signatory/Creator
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or a person authorized by him/her, performs all the functions of checking the request for the issuance of a
gualified certificate.

The Evrotrust Certification Body issues a Qualified Certificate immediately upon validation of the
electronic request for issuance by the Registration Authority.

Evrotrust ensures that upon receipt of a request for issuance or management of a certificate, the
Registration Authority will examine the request and issue the certificate immediately and, in special
occasions, no longer than 3 days from the day of submitting.

This period depends mainly on the type of qualified certificate, the completeness of the request
submitted and the technological time for coordination of the service between the administrative structures
of the provider and the time of communication between Evrotrust and the user.

When a qualified certificate is issued through the Evrotrust mobile application, the above
procedures do not apply and no waiting is done. In this case, the certificate shall be issued immediately in

the presence of successful identification and identity verifications.

4.3 QUALIFIED CERTIFICATE ISSUE
4.3.1 PROCESSING

Upon receipt of a qualified certificate request and its processing, the certificate is issued by the
Certification Authority.

All certificates are issued in real time. The issuing procedure is as follows:

U any request for issue of a qualified certificate is recorded and verified by the Registration
Authority;

U only persons performing trusted roles have access to the operative actions the Registration
Authority. Account usage protects multi-level operations and allows secure processing of a qualified
certificate request, including the creation of an appropriately formatted certificate request by the
Certification Authority;

U the processed and formatted certificate request is sent to the server for issuing a qualified
certificate according to the selected profile;

U the Certification Authority generates the requested certificate, signs it with the electronic
signature of Evrotrust and immediately publishes it in its Public Register;

U The Certification Authority prepares a response containing the issued certificate and provides
it to the User;

U Evrotrust not issue certificates whose lifetime exceeds that of the CA.

By remote requesting of a certificate through the Evrotrust mobile application, the same is issued

in real time immediately, within the user registration session.
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4.3.2 PROVISION OF INFORMATION

An Authorized Representative of the Registration Authority of Evrotrust shall immediately notify the
Signatory/Creator or the person authorized by the Author for the issued and published certificate.

An Authorized Representative of the Registration Authority of Evrotrust shall send to the
Signatory/Creator an electronic notice by email with information about the Signatory's name, the type of
the electronic signature/seal issued, the unique serial number of the qualified certificate and its period of
validity, except where an e-mail address is missing.

The provider shall deliver the issued certificate to the Signatory/Creator, respectively to the person
authorized by it, through the Registration Authority.

An Authorized Registration Authority operator enters the certificate of secure signature creation
device where the pair of cryptographic keys for that certificate has been generated.

These rules also apply to the remote issuance of qualified certificates through the Evrotrust mobile
application. In this case, the Si gnat or yddss /nCateiaftyoirng i s done by senct

application itself.

4.4 ACCEPTANCE OF A QUALIFIED CERTIFICATE
441 CONFIRMATION OF ACCEPTANCE OF A QUALIFIED CERTIFICATE

Upon receipt of a qualified certificate, the user is required to verify its content regarding the
accuracy of the data and the availability of a public key corresponding to the private key it owns. If false
information is entered in the certificate, the certificate must be terminated immediately.

If the Signature Owner/Author objects that the issued qualified certificate contains errors or
omissions within 3 (three) days of its publication in the Register, Evrotrust shall remove them by issuing a
new certificate without payment of remuneration unless they are due to the provision of false data. In the
absence of an objection, the content of the certificate shall be deemed to have been accepted.

The rules in this section apply both to the issue of a certificate and to the renewal of a certificate.

Following the procedure for the acceptance of a qualified certificate, it is assumed that the user has
been familiar with the certificate issuance procedures described in this document.

By accepting the qualified certificate, the user accepts the Practice and Policy for the provision of

Qualified Certification Services.

4.4.2 PUBLICATION OF A QUALIFIED CERTIFICATE

Each issued and accepted certificate shall be published immediately in the certificates register of
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Evrotrust.

4.4.3 INFORMATION FOR OTHER PARTIES

Following the publication of the certificate issued in the certificates register, it becomes available
to all interested parties after the execution of the applicable access procedures.

4.5 USE OF THE QUALIFIED CERTIFICATE AND THE KEY PAIR
451 BY THE SIGNATURE OWNERS/AUTHORS

The Signature Owners/Authors must use the private keys and qualified certificates:

U in accordance with their intended use as specified in this Practice and in accordance with the
limitations and purposes of use listed in the Annex itself, and in relation to the attributes of the certificate
itself;

U in accordance with the supplementary agreement between the user and Evrotrust;

U only within the period of their validity;

U when the certificate is suspended, the user must not use the private key to create an
electronic signature/seal.

The Signature Owner/Author is not allowed to provide his or her private key to third parties, nor to
provide the medium to which it is customized or the means of identification. The Signature Owner/Author

shall be responsible for the privacy of the private key.

4.5.2 BY THE RELYING PARTIES

The relying parties, including operators in the Registration Authority, must exercise due care
when using the public keys and their respective certificates:

U in accordance with their intended use and limitations of use specified in this Practice, and in
relation to the attributes of the certificate itself;

U only after checking their status and verification of the electronic signature of the Certification
Authority that has issued the certificate;

U until the termination of the certificate;

U when the certificate is suspended, the relying party should not accept the public key.
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4.6 RENEWAL OF A QUALIFIED CERTIFICATE

Renewal of a qualified certificate means replacing a valid certificate with a new one without
changing the existing information in it except a new serial number, new key pairs, new validity period and
new electronic signature/seal from the Registration Authority.

It must be preceded by the submission of a renewal request in an appropriate form accepted and
approved by an operator in a Registration Authority, verified identity and correctness of the submitted

application.

4.7 ISSUANCE OF A QUALIFIED CERTIFICATE BY GENERATING A NEW KEY PAIR

A new key pair is generated by Evrotrust in cases where an already registered user requests a
new key pair generation or a new user requests a key pair generation. The new key pair generation is
accompanied by the issuance of a new qualified certificate confirming the ownership of the newly created
key pair.

Issuance and renewal of Re-key should be interpreted in the following way:

U theissuance of a new key pair is not associated with any valid certificates and is used by users
to obtain a certificate of any kind;

U refers to a specifically valid certificate specified in the request. As a consequence, the new
certificate includes the same content and the differences are: a new serial number, a new public key, a
new expiration date and a new electronic signature/seal from the Registration Authority.

Evrotrust shall inform their users in advance by email at least 14 days before the expiration of the
validity of the issued certificate when it is possible.

The procedure for issuance of a qualified certificate with the generation of a new key pair may also
be applied to the Certification Authority and to the Registration Authority.

The procedures under this item shall not be applied to qualified certificates issued remotely through

the Evrotrust mobile application.

4.71 CIRCUMSTANCES UNDER WHICH A QUALIFIED CERTIFICATE IS ISSUED BY GENERATING
A NEW KEY PAIR (RE-KEY)

A user's request for renewal of qualified certificate by generating new key pairs submitted to
Evrotrust may be applied in case:
U the user is the same;

U the certificate is valid at the time of submission of the request and has not been cancelled;
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U the user requires an additional certificate of the same type or of a different type, but only under
the policy for authentication of a valid qualified certificate;

4.7.2 WHO MAY REQUEST A KEY PAIR UPDATE?

The request for issuance of a qualified certificate by generating a new key pair shall be
submitted solely by the Signature Owner/Author or a person authorized by him/her.
4.7.3 KEY PAIR UPDATE AND REQUEST PROCESSING

The issuance of qualified certificates by generating new key pairs for electronic signatures/seals is
preceded by the registration of a renewal request with the Registering Authority of Evrotrust.

The request for renewal of a qualified certificate submitted electronically shall be certified by an
electronic signature/seal corresponding to the valid certificate of the Signature Owner/ Author or a person
authorized by him/her.

In case the renewal certificate has expired, the Signature Owner/Author or a person authorized by
him/her has to visit the Evrotrust Registration Authority or to perform remote identification. An authorized
operator of the Registration Authority strictly follows the requirements for identification and authentication
as well as the renewal conditions.

Upon successful identification and verification of the renewal conditions, the Registration Authority
confirms the renewal request to the Evrotrust Operational Certification Authority.

After successful electronic authentication of the Registration Authority through the authorized
operator, the Operational Certification Authority executes the confirmed request for renewal of the
certificate.

Upon unsuccessful identification and verification of the renewal conditions, the Registration
Authority rejects the request for renewal of the certificate and notifies the user of the rejection. In this case,
the user with a rejected renewal request may request the issuance of a new certificate.

A renewal under this item shall not be applied to qualified certificates issued remotely through the

Evrotrust mobile application.
4.7.4 INFORMATION FOR THE SIGNATURE OWNER/AUTHOR

An authorized representative of the Evrotrust Registration Authority shall immediately notify the
Signature Owner/Author or a person authorized by him/her of the renewed and published certificate.

In cases where the request is submitted electronically via a publicly available web-based
application, Evrotrust sends electronically (by e-mail) information about the new qualified certificate: the

name of the user, the type of the qualified certificate, the unique serial number and the period of validity of
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the renewed certificate. The e-mail address from which the new qualified certificate can be downloaded is
also sent.

When the request is submitted on-site at the Registration Authority, the Signature Owner/Author or
a person authorized by him/her receives the renewed qualified certificate by an authorized operator of the
Registration Authority. The operator records it on a device for electronic signature/seal creation in which
the cryptographic key pair for the qualified certificate has been generated.

4.7.5 CONFIRMATION OF ACCEPTANCE OF A NEW CERTIFICATE

Upon receiving a new qualified certificate, the Signature Owner/Author shall be obliged to comply

with the requirements above.

4.7.6 PUBLICATION OF A NEW QUALIFIED CERTIFICATE

After the immediate publication of the issued certificate in the certificates register, it becomes
available without restriction to all relying parties upon completion of the relevant procedures for access to
it.

4.7.7 INFORMATION FOR RELYING PARTIES

Following the immediate publication of the certificate issued in the Public Register of Issued

Certificates, it becomes available to all interested parties.

4.8 CHANGE IN THE QUALIFIED CERTIFICATE
4.8.1 CIRCUMSTANCES FOR CHANGE IN THE QUALIFIED CERTIFICATE

A change in the qualified certificate means a change in the content of data in the already issued
and published qualified electronic signature/seal certificate. Upon change in a qualified certificate, a new
key pair is required to be generated.

The change shall be treated in the same way as the issuance of a new qualified certificate.

Evrotrust does not allow a change in the profile of the qualified electronic signature/seal certificates.

A change shall not be allowed to qualified certificates issued remotely through the Evrotrust mobile

application. They shall be terminated and new ones shall be issued in their place.

4.8.2 WHO MAY REQUEST A CHANGE IN A QUALIFIED CERTIFICATE?

An Signatory/Creator, a person authorized thereby, another person associated therewith, or a
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person that is a source or is related to the data in the certificate, may request a change of the qualified
certificate, provided that the requirements, terms and conditions stipulated herein are met.

4.8.3 PROCESSING OF THE REQUEST

The change of a qualified electronic signature/seal certificate shall be preceded by the submission
of a request for a change by the Signature Owner/Author or a person authorized by him/her at the Evrotrust
Registration Authority.

The request for a change by electronic application shall be certified by an electronic signature/seal
of the Signature Owner/ Author corresponding to a valid qualified certificate.

In case the certificate being changed has expired, the Signature Owner/Author or a person
authorized by him/her has to visit the Evrotrust Registration Authority or to perform remote identification.
The Registration Authority strictly follows the requirements for identification and authentication as well as
the conditions for a change of a qualified certificate.

Upon successful identification and verification of the conditions for a change, the Registration
Authority confirms the request to the Evrotrust Operational Certification Authority.

After successful electronic authentication of the authorized operator of the Registration Authority
to the Operational Certification Authority, the latter executes the confirmed request for a change of the
gualified certificate.

Upon unsuccessful identification and verification of the conditions for a change, the Registration
Authority rejects the request and immediately notifies the user of the reason. In this case, the user with a
rejected request for a change may request the issuance of a new qualified electronic signature/seal

certificate.

4.8.4 INFORMATION FOR THE USER

An authorized officer of the Evrotrust Registration Authority shall immediately notify the Signature
Owner/Author or a person authorized by him/her of the changed and published qualified certificate.

The Provider sends to the Signature Owner/Author an electronic notice (e-mail) with the name of
the Signature Owner/Author, the type of the qualified electronic signature/seal certificate, the unique serial
number and the term of validity of the changed certificate. The user also receives an electronic link from
which the changed qualified certificate can be downloaded.

When the Signature Owner/Author or a person authorized by him/her visits the Registration
Authority, the user receives the new certificate on site. An authorized officer of the Registration Authority
shall record the new qualified certificate on a signature/seal creation device, which also generates the

cryptographic key pair for the certificate.
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4.8.5 CONFIRMATION OF ACCEPTANCE OF A NEW QUALIFIED CERTIFICATE

Upon receipt of a changed qualified certificate, the user undertakes to verify its content especially
regarding the accuracy of the data and the availability of a public key corresponding to the private key it
owns. If the certificate has any errors that cannot be accepted by the user, the certificate must be
terminated immediately.

If the issued certificate contains errors or omissions, the Signature Owner/Author or the person
authorized by him/her may object within 3 (three) days of its publication in the register. Evrotrust shall
remove them by issuing a new qualified certificate without payment of remuneration unless they are due
to the provision of false data. In the absence of an objection, the content of the certificate shall be deemed
to have been accepted.

4.8.6 PUBLICATION OF A NEW QUALIFIED CERTIFICATE

Evrotrust, through the Operational Certification Authority, shall immediately publish the changed

qualified certificate in the certificates register.

4.8.7 INFORMATION FOR RELYING PARTIES

The public key in the qualified certificate corresponding to the private key held by the Signature
Owner is publicly available to all relying parties.

Each relying party, including an operator at the Registration Authority, should use the public key
and the certificate of the Signature Owner/Author in accordance with the requirements of the policy
indicated in the certificate.

Relying parties must use the public key only after checking the status of the certificate and
verification of the electronic signature of Evrotrust.

It is of particular importance that relying parties do not use the public key after termination of the

certificate or at a time when it is suspended.

4.9 SUSPENSION AND REVOCATION OF A QUALIFIED CERTIFICATE

Suspension and revocation of the validity of a qualified certificate is an established operational
practice of Evrotrust. They shall be only executed during the validity period of the certificate. Suspensions
shall lead to temporary suspension of the certificate. Revocation shall lead to irrevocable termination of
the certificate's validity and is an irreversible process.

If a certificate has been revoked after initial activation, it shall lose its validity from the moment of

its revocation, and its status shall not in any circumstances be reverted.
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If Evrotrust suspends or revokes the certificate's validity, it shall register this change in its certificate
database and shall publish the revoked certificate status in a timely manner but in any event within 24
(twenty-four) hours of receipt of the request. Suspension or revocation shall take effect imnmediately after
being published in the certificates register. They are always clearly marked with the exact date and time
of the status change in the corresponding Certificate Revocation List (CRL) and in the Online Certificate
Status Protocol (OCSP).

Upon revocation of the certificate of the Operational Certification Authority for issuance and
maintenance of qualified electronic signature/seal certificates, the effect of any certificates issued by this
Authority that are still valid shall be terminated.

Only the Operational Certification Authority that has issued the qualified electronic signature/seal
certificate may suspend the effect of this certificate.

I f the revocation is a result of an operatoré
private key of Evrotrust, which has led to the revocation of the certificate of the Operational Certification
Authority, the Provider shall issue an equivalent qualified certificate at its own expense.

Suspension and revocation management services for a qualified certificate are available 24 hours
a day, 7 days a week.

In cases of failure in the system, services or other factors that are beyond the control of the
Certification Authority, Evrotrust shall do its utmost to ensure that the service is not absent for a period
longer than the maximum period of time, which in this case is 3 (three) hours.

Evrotrust shall provide all relying parties with information on the validity or non-validity of the
gualified certificates issued by it. This information shall be available at any time even after the expiry of
the validity period of the certificate in an automated and reliable way.

The time in the systems associated with the suspension and revocation of certificates shall be

synchronized to UTC at least once every 24 hours.
4.9.1 REASONS FOR REVOCATION OF A QUALIFIED CERTIFICATE

The main reason for revocation of a qualified certificate of a user is the loss of control over the
private key or the medium on which it has been recorded, or even a suspicion of such loss. Circumstances
exist when the private key owned by the user is outside its scope of security, when there is a material
breach of the Signature Owner/Author's obligations described in the contract between him/her and
Evrotrust, or the requirements of the Practice and Policy for the provision of Qualified Certification Services
are not met.

Evrotrust shall revoke a qualified certificate issued by it in the following circumstances:

U when the information entered in the certificate has changed;

U when there is a suspicion that the private key associated with the public key contained in the
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certificate is compromised - unauthorized access to the private key has occurred, or there is a reason to
suspect such access, loss of a private key or having reason to know about such loss, theft of a private key
or having reason to know about such theft, accidental deletion of a private key;

U the user decides to terminate the contract with Evrotrust;

U death or placing under full interdiction of the Signature Owner/Author by termination of the legal
entity of the Author;

U termination of the representative authority of the Signature Owner to the Author;

U when the user does not meet the requirements of the adopted authentication policy;

U if the Certification Authority has ceased its activity;

U if the user owes outstanding fees for the provision of qualified certification services;

U when reliability and security of the private key of the Certification Authority has been violated;

U when a user who has been an employee of an organization terminates his/her contract of
employment and does not return the used cryptographic card on which the certificate and the
corresponding private key has been stored;

U other circumstances related to non-compliance with the requirements of the Practice for the

Provision of Qualified Certification Services.

Certificate that belongs to the Certification Authority may be terminated by its issuing authority.
Such revocation may occur in the following situation:

U when the Certification Authority has reason to believe that the information in the issued
certificate is incorrect;

U when the private key of the Certification Authority or its information system is violated in a
manner affecting the credibility of the certificates issued by that authority;

U when the Certification Authority has materially breached an obligation arising from this Practice
for the Provision of Qualified Certification Services.

Where certificates have been issued with a view to PSD2 compliance, termination requests in case
of a change in the personb6s rand arestherresgomnsibilty, of an NGA. |
Evrotrust verifies the authenticity of such requests. Additionally, Evrotrust requires that the NCA uses the
following email address: support@evrotrust.com to send any requests related to a change in validity
periods or termination of these certificates. Regardless of the message format chosen by the NCA,

Evrotrust always verifies them.
4.9.2 GROUNDS FOR TERMINATION OF A CERTIFICATE OF A CERTIFYING AUTHORITY

A certificate which belongs to the certifying authority may be terminated by its issuing authority.
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Such termination may occur in the following situation:

x When the certifying authority has reason to believe that the information in the issued certificate is
false;

x When the private key of the certification authority or its information system is violated in a manner
affecting the credibility of the certificates issued by that authority;

x When the certifying authority has substantially breached an obligation arising from the present
"Certification practice statement for qualified certification services".
4.9.3 PERSONS AUTHORISED TO REQUEST REVOCATION OF A QUALIFIED CERTIFICATE?

The following entities may request revocation of a qualified certificate:

0 auserwho is a Signature Owner/Author of a certificate;

U an authorized representative of the Certification Authority (in the case of Evrotrust, this role is
reserved for the security administrator)

U an Author who as an employer terminates the employment contract of his or her employee and
also terminates the certificate of the Signature Owner who is his/her subordinate. In this case, the employer
shall immediately inform his/her subordinate;

0 NCA;

U when an operator of the Registration Authority has doubts about the credibility of the
information given by the user.

When a legal entity requests a certificate to be revoked by a person authorized by him/her (the
Signature Owner), the Certification Authority must:

U verify that the applicant is authorized to request revocation;

U notify the Signature Owner.

A request for revocation of a qualified certificate may be submitted at the Registration Authority
on paper, by telephone and online. When the user submits the request for revocation on paper, he/she
must appear at the Registration Authority. In cases when an online revocation is requested, the request is
required to be signed with a valid electronic signature/seal for the time being. In each case, the certificate
is suspended temporarily for a grace period. Subsequently, an appearance at the Registration Authority is
required for clarification of the case and confirmation of the request for revocation of the Qualified
Certificate.

A Signature Owner may initiate revocation of a certificate from the Evrotrust mobile application by
activating the relevant functionality when the certificate has been issued remotely. In this case, the
Signature Owner is deemed to be identified, given the activation of the PIN for access to the application

or through another biometric identifier.
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4.9.4 PROCEDURE FOR REVOCATION OF A QUALIFIED CERTIFICATE
494.1 PROCEDURE FOR REVOCATION OF A QUALIFIED CERTIFICATE OF END USER

Revocation of the validity of a qualified certificate of end user shall be preceded by submission of
a request for revocation before the Registration Authority of Evrotrust. The request for revocation of a
certificate may be registered electronically only when the Signature Owner/Author has (another) valid and
accessible for use qualified electronic signature/seal certificate. Otherwise, an on-site request shall be
made before an authorized operator at the Registration Authority.

In case of a request for revocation, the Registration Authority shall register the request and start a
procedure for its verification.

Evidence for revocation of a qualified certificate shall be submitted to the Registration Authority.
After reviewing the evidence, the Registration Authority shall decide whether to proceed with the procedure
for revocation or to reject the user's request for revocation of the certificate. The Registration Authority
shall process and send an automated request to the Certification Authority to authorize the procedure for
revocation.

Any request for revocation of a certificate must contain irrefutable evidence to confirm the

revocation. All reasons for revocation must be validated (signed electronically or signed by hand).

The procedure for revocation of a qualified certificate shall be made as follows:

U The authorized operator at the Registration Authority, without identifying the user, shall
immediately suspend the certificate's validity for a grace period.

U The Registration Authority strictly follows the requirements for identification and authentication
of the Signature Owner/Author or the person authorized by him/her and the reasons for revocation. In all
cases, the Signature Owner/Author or a person authorized by him/her must visit the Evrotrust Registration
Authority for subsequent identification or to perform remote identification, respectively verification of the
identity of the user.

U After a successful verification of the identity of the Signature Owner/Author or a person
authorized by him/her, the Registration Authority, through the authorized operator, shall submit a
processed request to the Operational Certification Authority for revocation of the certificate. Upon
confirmation by the Certification Authority, the request for revocation of the certificate shall be executed.

U0 Upon unsuccessful identification and verification of the conditions for revocation, the
Registration Authority shall reject the request for revocation of the certificate and immediately notify the
Signature Owner/Author or a person authorized by him/her of the reasons.

U A user with a rejected request for revocation of a qualified certificate may submit a new request
for revocation of the certificate after removing the reasons given for the refusal.

Upon revocation of a certificate through the Evrotrust mobile application, the above procedures
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shall not apply. In this case, it is assumed that the request has been made by activating the relevant
functionality in the application and the Signature Owner has been duly identified, given the knowledge of
the PIN with which the application has been activated. Upon revocation of the certificate, Evrotrust through
its Operational Certification Authority, shall immediately publish the revoked certificate in the CRL by
issuing a new List and shall notify the Signature Owner/Author of the revoked certificate.

A revoked certificate shall not be subject to resumption or renewal.

Authorized personnel of Evrotrust shall have access to the revocation request and the system
sampling documentation on the implementation of the revocation of a qualified certificate.

If a certificate is stored on an electronic cryptographic card, upon termination of the qualified
certificate's validity, the card may be physically destroyed or securely deleted. This operation must be
performed by the cardholder.

Evrotrust recommends the cardholder shall store it in a manner that prevents it from being stolen,

unauthorizedly used or physically destroyed and the private key being deleted.

4942 PROCEDURE FOR REVOCATION OF A QUALIFIED CERTIFICATE OF A CERTIFICATION
AUTHORITY OR A REGISTRATION AUTHORITY

A certificate that belongs to a Certification Authority or a Registration Authority may be terminated
by its issuing authority. In this case, authorized persons of the authority shall submit a request directly to
Evrotrust.

Evrotrust may also submit a request for revocation of a certificate of a Certification Authority or a

Registration Authority.
4.9.5 GRACE PERIOD OF REVOCATION OF A QUALIFIED CERTIFICATE

Prior to terminating a valid qualified certificate, Evrotrust shall suspend its validity for a grace period.
Within this grace period, Evrotrust shall process the request for revocation of the qualified certificate as it:

U shall carry out all checks to establish the identity of the applicant;

U shall identify the reasons for revocation of the certificate;

In case of unconfirmed reasons or after the expiry of the grace period, Evrotrust shall resume the
validity of the certificate.

Evrotrust shall resume the validity of the certificate before the expiry of the grace period only at the
explicit request of the Signature Owner/Author or a person authorized by him/her.

Suspension of a certificate shall not be allowed as a policy when the certificate has been issued
remotely through the Evrotrust mobile application. In this case, the certificate shall be immediately revoked

without a grace period and without the possibility of resumption.
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Information on revoked certificates shall be stored in the Evrotrust database. Revoked certificates
shall be published in the CRL within the required technological time, but for no longer than 3 hours.

Operators of the revoked certificates of the Certification Authority or the Registration Authority as
well as the affected end-users shall be automatically informed of this revocation.

4.9.6 TIME LIMIT FOR PROCESSING THE REQUEST FOR REVOCATION

Request for revocation of a qualified certificate shall be processed by Evrotrust without undue
delay.

4.9.7 CHECKING THE CERTIFICATE REVOCATION LIST (CRL)

Each relying party, upon receiving an electronic document signed with a qualified electronic
signature/seal by the Signature Owner/Author shall be obliged to check the status of the qualified certificate
in the current CRL or by checking the current status of the certificate in real time through the Validation
Body "Evrotrust RSA QS Validation".

The Certificate Revocation List, which each relying party may refer to, is located on the web site
at: https://www.evrotrust.com.

Evrotrust shall not be responsible for damages and consequences of non-compliance with these

requirements.
4.9.8 FREQUENCY OF ISSUING THE CERTIFICATE REVOCATION LIST (CRL)

Evrotrust through its Operational Certification Authority immediately publishes to the web address
indicated in the certificate a new and updated CRL each time when a valid certificate issued by this
Authority has been revoked.

The Provider, through its Operational Certification Authority, updates its Certificate revocation list
(CRL) at least once on every 2 weeks if there is no suspension or revocation of a certificate during that
period.

The validity period of at least 2 weeks is valid for each published new updated Certificate

Revocation List (CRL) of the operational Certification Authority.

49.9 MAXIMUM DELAY OF PUBLICATION OF THE CERTIFICATE REVOCATION LIST (CRL)

Each Certificate revocation list (CRL) is published without any delay as soon as it is created, but

not later than 60 minutes (1 hour) from including a new certificate in it.
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4.9.10 ONLINE CERTIFICATE STATUS CHECKING

Evrotrust provides a qualified service for online status checking of issued certificates in real time.
This service is based on an Online Certificate Status Protocol (OCSP) described in RFC 2560. Using
OCSP allows to obtain information about the status of certificates without requiring verification in the CRL.

The OCSP work model is based on the "request-response” principle. Online access to the
Validation Body "Evrotrust RSA QS Validation" shall be performed online. In response to each request,
the OCSP server provides the following information about the status of a qualified certificate:

0 good - which means a positive response to the request and must be interpreted as confirmation
of a valid certificate;

U revoked - which means that the certificate has been revoked,;

U unknown - which means that the certificate has not been issued by a Certification Authority of
Evrotrust.

The OCSP service generates a database-based response. The OCSP response shall be valid for
7 days. In order to maintain proper performance of the system, OCSP responses shall be cached for a

predetermined time usually for no more than a few hours.

4.9.11 REQUIREMENTS FOR ONLINE CERTIFICATE STATUS CHECKING

Certificate status checking in real time (under the OCSP) can be executed via the internet by using
the OCSP protocol, which provides in an automated, reliable, free and efficient way information on the
validity or revocation of issued certificates.

Relying parties should check this information they want to rely on. Evrotrust shall not be responsible

for damages and consequences of hon-compliance with these requirements.

4.9.12 SPECIFIC REQUIREMENTS REGARDING THE BREACH OF THE KEY SECURITY

In case of a breach of the security of the private key (its disclosure) by the Certification Authority

or other entities operating within Evrotrust, the Provider shall immediately inform the relying parties.

4.9.13 REASONS FOR SUSPENSION OF A QUALIFIED CERTIFICATE

Evrotrust, through its Operational Certification Authority, shall suspend a valid certificate under
certain conditions for a grace period.
The provider shall take immediate action on the request for suspension of a certificate.

For the period during which the certificate has been suspended, the certificate shall be deemed
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invalid and all electronic signatures/seals verified with this certificate shall be invalid.
Suspension and renewal of a certificate issued remotely through the Evrotrust mobile application
shall not be allowed. Suspension of such certificates is excluded in this section and its subsections.

4.9.14 PERSONS AUTHORISED TO REQUEST SUSPENSION OF A QUALIFIED CERTIFICATE?

Evrotrust shall suspend the issuance of a valid certificate if:

U arequest has been submitted by the Signature Owner/Author or a person authorized by
him/her, without being obliged to establish his/her identity or representative authority;

U arequest has been submitted by a person who appears to be aware of breach of the security
of the private key;

U arequest has been made by the Communications Regulation Commission (CRC);

4.9.15 PROCEDURE FOR SUSPENSION AND RESUMPTION OF A QUALIFIED CERTIFICATE

Suspension of the validity of a qualified certificate shall be preceded by submission of a request
for suspension before the Registration Authority.

U The request for suspension of a certificate may be registered electronically or submitted on
paper to an authorized operator at the Evrotrust Registration Authority.

U The request for suspension of a certificate submitted electronically shall be certified by an
electronic signature/seal corresponding to the valid certificate of the Signature Owner/ Author.

U The authorized operator at the Registration Authority, without identifying the user, shall
immediately suspend the certificate's validity. Suspension of the certificate shall be executed by its
temporary entry in the CRL.

U After successful authentication of the authorized operator's identity at the Registration Authority
before the Operational Certification Authority, the latter executes the confirmed request for suspension of
the certificate.

U The registration authority cannot reject a request for suspension.

U After suspension of the certificate, the Provider, through its Operational Certification Authority,
shall immediately publish the suspended certificate in the CRL by issuing a new List.

U After suspension of the certificate, the Provider shall immediately notify the Signature Owner/

Author of the suspended qualified certificate.
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4.9.16 GRACE PERIOD OF SUSPENSION OF A QUALIFIED CERTIFICATE

Evrotrust shall suspend a qualified electronic signature/seal certificate for a grace period until the
reasons for the suspension are specified, but no longer than 24 hours.
A grace period of suspension of a qualified certificate issued remotely through the mobile

application is not allowed.

4.9.17 RESUMING THE VALIDITY OF A SUSPENDED CERTIFICATE

Evrotrust shall resume a suspended certificate:
U in case the reasons for suspension have been removed before expiry of the period of
suspension;
U atthe request of the Signature Owner after clarifying the reasons for the requested
suspension;
After resuming the validity of a certificate, the latter shall be deemed valid.

4.9.18 PROCEDURE FOR RESUMING THE VALIDITY OF A QUALIFIED CERTIFICATE

The Registration Authority shall resume a suspended certificate after receiving a request for
resumption by the Signature Owner/Author and after a successful identification and verification of the
identity.

The Registration Authority shall immediately resume a suspended certificate after the expiry of the
grace period of suspension.

In all cases, the procedure for resuming a certificate shall result in removing the suspended

certificate from the current CRL and a hew CRL shall be published.

410 CHECKING THE CURRENT STATUS OF QUALIFIED CERTIFICATES
4.10.1 SPECIFICATIONS

Information about the status of the certificates issued by Evrotrust can be obtained from the CRL,
which is published on the website of Evrotrust, through the OCSP.

The authentication services for the status verification of qualified certificates are available 24 hours
a day (non-stop).

Evrotrust maintains the status of the already issued Qualified certificates during their validity period

and after they expire.
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4.10.2 ADDITIONAL FUNCTIONS

The service for online checking of the current status of the certificates by the OCSP shall be
available for all types of qualified certificates and for all relying parties.

The internet address (URL) of the OCSP service is: http://ca.Evrotrust.com/ocsp .

The OCSP service is compulsory for all operational certification authorities and SSL certificates
issued by Evrotrust.

For online verification of the status of certificates, Evrotrust applies the following requirements:

U The information on the status of termination is available after the period of validity of the
certificates.

U Evrotrust does not remove the terminated certificates from the CRL after they have expired.
The CRL includes the extension X.509 "ExpiredCertsOnCRL" as defined in ISO / IEC 9594-8 /
Recommendation ITU-T X.509.

U In case Evrotrust decides to terminate the CRL, it issues and publishes the last CRL with a
value of the NextUpdate field, as defined in clause 6.3.9 of ETSI EN 319 411-1;

U Evrotrust maintains the integrity and availability of the latest CRL for at least 10 years;

U Evrotrust does not issue a final CRL until all certificates in the scope of the CRL have either
expired or been terminated,;

U When providing the OCSP service, the OCSP response will develop the ArchiveCutOff
extension, as specified in IETF RFC 6960, with the archiveCutOff date set in the CA certificate "notBefore"
date value. The extension will be returned in the OCSP responses only for expired certificates.

U When the CA certificate is about to expire, Evrotrust may calculate the last OCSP response
for each issued certificate (whether terminated or not) by setting the value "99991231235959Z" via
"nextUpdate".

U Evrotrust documents exactly in the current practice and General Terms and Conditions how
the following requirements are met: a) the period during which the information on the state of termination
is provided (item 4.9); (b) how the information on the termination status is provided to a certifying authority
in the event of compromise (point 4.9); (c) how information is provided on the state of suspension in the

event of the closure of Evrotrust (point 5.9).
411 TERMINATION OF A QUALIFIED CERTIFICATION SERVICES CONTRACT BY A USER

The qualified certification services contract between Evrotrust and a user shall be terminated:
U after the expiry of the validity of the last issued qualified certificate in case the user has not
undertaken any action to update his/her certificate;

U when the qualified certificate has been terminated and the user has not taken any action to
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issue another certificate.

412 CONFIDENTIAL STORAGE OF A PRIVATE KEY (ESCROW)

The private keys of the Certification Authority of Evrotrust or of users, who are included in the
certification hierarchy of Evrotrust, as well as the keys are personalized on removable media and are not
subject to fiduciary storage by Evrotrust (ESCROW).

The private keys of users who have requested issuance of certificates remotely through the
Evrotrust mobile application are stored encrypted using a reliable cryptographic system (Hardware
Security Module/HSM), certified for security level required by Regulaton ( EU) -~ 910/ 2014 ¢

5. CONTROL OVER THE PHYSICAL AND ORGANIZATIONAL SECURITY

This part of APractice in the provision of g
requirements regarding the control of physical and organizational security, as well as the staff operations
used in Evrotrust. It makes a review of the security requirements and procedures at the time of key
generati on, in the identification and verificatio

their management, in Evrotrust auditing and archiving.

5.1 PHYSICAL SECURITY CONTROL

The measures taken with regard to the physical protection of Evrotrust are part of the Information
Security system developed and implemented in Evrotrust, corresponding to the requirements of ISO/IEC
27001, I1ISO 9001, ISO 22301 and ISO/IEC 20000-1 standards.

The measures relating to the physical protection of information data, technology systems, premises
and the related support systems are designed to prevent:

U Evrotrust controls the physical access to the facilities, the security of which is essential for
the provision of trust services, and minimises any risks related to the physical security. The security of the
systems for issuing and management of certificates is in line with the requirements of international
standards and recommendations;

U the physicalaccesst o components of Evrotrustods syste
for the provision of trust services, is limited to authorised persons only. The criticality of the components
is identified by risk assessment. Physical integrity is ensured with respect to the equipment located in the
protected and isolated premises of Evrotrust. A two-factor control on the access and 24/7 armed physical

security guarding has been implemented. No physical access to critical equipment is allowed for more
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than 30 (thirty) minutes per visit. The equipment cabinet may not be accessed by more than 2 (two)
authorised technical staff members of Evrotrust. Any access to the premises with critical infrastructure is
documented in special journals;

U control is applied for the purpose of preventing losses, damages or compromising of assets
and interruption of the business operations. The
the internal procedures for access to the different zones with restricted physical access;

U control is applied for the purpose of preventing compromising of data or theft of information
processing tools. The physical protection of the premises where Evrotrust is located is ensured by their
massive and stable construction with strong doors and keylocks. Protection is ensured by 24-hour non-
armed security guarding. There is an Alarm System, a Video Surveillance System, a Signalling Alert
System and an Access Control System in the premises of Evrotrust;

U the components that are critical for the secure operation of the trust services are located in
a protected area, with physical security guarding against trespassing, with access control and trespassing
detection systems;

U Evrotrust configures its systems by removing or deactivating all accounts, applications,
services, protocols and ports that are not used in its activities.

U Evrotrust provides access to protected areas and high security areas only to trusted roles.

U The Root CA system of Evrotrust is in a zone with a high degree of security. The basic

certification body of Evrotrust is located in a certified data centre.

Evrotrust provides physical protection and access control to premises where there are critical
components installed in the infrastructure:

U Qualified Root Certification Authority T fEvrotrust RSA Root CAgQualified Operational Certification
Authority T fEvrotrust RSA Operational CAQ

U Qualified Certification Authority for verification of status of Certificates issued by the basic Authority
(OCSP service) "Evrotrust RSA Validation";

U0 Qualified Certification Authority for verification of status of Certificates issued by the operating
certifying authority (OCSP service) "Evrotrust RSA QS Validation";
U Qualified Time Certification Authority T fEvrotrust TSAQ
U Registers and provider® web site;
U Registration Authorities.
The providerés infrastructure is physically an

i mpl eme nBvetdustbg cinol ogi esd AD.
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5.1.1 PREMISES AND STRUCTURE OF THE PREMISES

Evrotrust has a specially designed and equipped room with the highest degree of physical access
control, which houses the provider 6s Cacomporfemtsc at i o

5.1.2 PHYSICAL ACCESS

The physical security of the certificates issuance and management systems complies with the
requirements of international standards and recommendations.

Physical integrity has been secured for the equipment in the protected and isolated area of
Evrotrust. A two-factor access control and round the clock armed guards have been provided. Physical
access to the critical equipment is not allowed for more than thirty (30) minutes per visit. Access to the
equipment cabinet is not allowed for more than two (2) Evrotrust authorized technical persons. Each
access to the critical infrastructure premises is documented in special journals.

The physical protection of the premises housing the Evrotrust equipment and the Registration
Authority are built of massive and solid construction, with strong doors and locks. The protection is realized
by a 24-hour unarmed security. The Evrotrust premises are equipped with an Alarm system, CCTV system,
Intruder alarm system and Access control system.

All systems are periodically inspected.

The Evrotrust staff authorized persons strictly abide to the developed internal procedures for the
access to different areas with limited physical access.

The access to the area of operators and administrators is limited and is administered using a smart-
card system and access control.

Within the Evrotrust offices, the Registration authorities are differentiated and separated from the
other rooms. They are fitted with equipment allowing the safe storage of data and documents. The access
to these areas is monitored and restricted to au

activity (registration authority operators, system administrators) and their customers.

5.1.3 ACCESS CONTROL

Evrotrust has an Access Control Policy in place, which is in line with the following requirements:
U access to the system is restricted to authorised persons only. Evrotrust ensures control on
the access to sensitive information. The access rights for specific sites are defined by the privileges and
roles of the employees;

U controls (firewalls) have been introduced to protect the internal network domains from
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unauthorised access, including access by users and third parties;

U the firewalls are configured to prevent all protocols and access that are not required for the
operation of Evrotrust;

U Evrotrust administers the access of the users, administrators and system auditors;

0 the system administrator manages the user accounts and ensures timely modification or
removal of access;

0 access to the information and the applications is restricted in accordance with the Access
Control Policy;

0 Evrotrustoés technological system ensures
respect to the administration and activities of the employees in accordance with their roles;

U Evrotrust controls the software use and the employees need to prove their identity before
using critical applications related to the service;

U0 the employees of Evrotrust are responsible for their actions which is certified by journals of
the events;

U Evrotrust ensures control on the access to sensitive information. The sensitive data are
protected from disclosure by unauthorised users;

U TW4S provides an opportunity for control and restriction of access for identified persons to
the system and user sites they own or they are responsible for. Evrotrust requires each user to prove their
identity and to be successfully authenticated before allowing any actions on behalf of the respective user
or role undertaken by the user. Second authentication is mandatory after logging off from the system.
There are implemented mechanisms for privileged users, which reduce the risk during a certified user
session and if the input device of the user is left unattended, the user session is terminated after a certain
idle period. When the number of unsuccessful attempts for authentication by one and the same user
reaches the maximum possible number of attempts, Evrotrust prevents any further attempts for
authentication of the user until the administrator undertakes actions for unblocking the user (or within a

certain period of time).

5.1.4 ELECTRICAL POWER SUPPLY AND AIR-CONDITIONING

The server cabinet with critical equipment is powered by two independent UPS systems and is
shielded against external interventions. The air-conditioning in the isolated room maintains a constant air
temperature for the normal operation of the technological system.

An external power supply by a diesel engine is maintained and reserved. In the event of a failure
in the main power supply, the system switches to an emergency power supply (UPS and/or electricity).

The operation environment in the computer systems area is monitored continuously and independently of
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the other operation areas.

The ventilation system has been specifically designed for this premises class, preventing the
compromise to the physical and electromagnetic protection of this room, and to the normal operation of
the installed computer components.

The internal Registration Authority of Evrotrust is connected to the emergency power system of the
building.

5.1.5 FLOODING

To monitor the humidity in the computer systems rooms and in the whole Evrotrust building sensors
have been installed to report the humidity level. These sensors are integrated into the Evrotrustb ui | di n
security system. The guards and employees of Evrotrust are instructed and required in case of possible
hazards to immediately inform the relevant services, the security administrator and the system

administrator.

5.1.6 FIRE PREVENTION AND FIRE PROTECTION

Evrotrust complies with all standards for fire safety by conducting its business in accordance with
all regulatory and standardization requirements in this area.

The protective room with critical infrastructure is located in a building in which have been installed:
a sound and light fire alarm system, active fire alarm system with gas and gas stop button in complicated
circumstances and evacuation. In case of fire, it is provided that the supply of electricity to the devices is

switched off and the fire is extinguished by gas.

5.1.7 OPERATION WITH MEDIA

All media are securely processed in accordance with the requirements of the scheme for
classification of information. The media that contain sensitive data that cease to be necessary are disposed
of in a safe manner. All media containing software, data backups or auditing information are stored in a
fireproof case in a special premise for backups with implemented access control. A system for physical
and logical protection has been developed for the premise where the backup copies of Evrotrust are
located. Evrotrust has undertaken serious measures against accidental or intentional damage to the data
media. The registration authorities are obliged to keep and store the up-to-date information, including the

usersd documents on paper in a safe deposit box.
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5.1.8 WASTE DISPOSAL

The provider has created a procedure for information destruction and waste disposal.

Paper and electronic media containing any relevant information about the Evrotrust security, after
the expiry of the period determined in accordance with the internal rules of storage, are destroyed in special
shredding devices.

The carriers of information about cryptographic keys and PIN/PUK numbers used for their storage
are crumbled with appropriate devices. This applies to the carriers that do not allow a final deletion of
stored data and its reuse.

In certain cases, the information from movable media is destroyed by deleting or formatting the

device without the possibility of recovery.

5.1.9 LIFETIME OF TECHNICAL COMPONENTS

The lifetime of physical elements in the composition of all critical infrastructure components of
Evrotrust is observed according to the operational requirements prescribed by the manufacturer, and after

the intended period of operation, they are decommissioned.

5.2 ORGANIZATIONAL CONTROL

This part of the APractice in the provision
roles that can be identified by the Evrotrust staff. It also describes the responsibilities and obligations
associated with any particular role. All procedures related to the security of the issuance, management
and use of qualified electronic signature certificates/seals, are performed by the trusted Evrotrust staff.
The provider maintains a sufficient number of qualified employees who, at any mome nt o f it

performance, ensure compliance with applicabl e

Evrotrust complies with the following requirements:

U Evrotrust guarantees that the employees and contractors observe the requirements for
reliability of the operation;

U Evrotrust hires employees and, if applicable, subcontractors, that have the necessary
expertise, reliability, experience and qualification and that have undergone a training on security and
personal data protection rules relevant to the operations they perform;

U the employees of Evrotrust undergo periodical (at least every 12 months) training for

increasing their expertise, experience and qualification. The trainings include courses in information
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security, potential threats and good security practices;
U proper disciplinary sanctions are imposed on employees who violate the policies of

Evrotrust;

U the roles and responsibilities related to information security are documented in job
descriptions;

U Evrotrust defines reliable roles which the security of the signatures/seals validation service
is based on.

U0 the management of Evrotrust defines the responsibilities of the trusted roles;

U the trusted roles are approved and adopted by the management;

0 Evrotrust 6s etenpbraryaacpermgnént hakie job descriptions written with
respect to the roles they perform, with divisi
privilegeso rule. The sensitivity of t heaccessolevelst i

gualification and diploma;

U the job descriptions include requirements for skills and experience. A distinction is made in
them between the general and specific duties;

U the employees apply administrative and operational procedures and processes that are part
of the information security management procedures of Evrotrust;

U the management has the necessary knowledge with respect to the trust services provided,
knowledge of the security procedures and experience in the field of information security and risk
assessment sufficient for fulfilment of their management functions;

U all employees of Evrotrust with trusted roles are free of any conflicts of interest that could
affect the objectiveness of the operations of Evrotrust;

U the trusted roles are described in section 5.2.1 of this document;

U the personnel of Evrotrust is assigned trusted roles by the senior management based on
the Al owest privileged principle with respect t
the personnel is not given access to trusted functions before the necessary verifications take place.
Evrotrust requires a certificate of criminal record.

The following requirements are appl i ed operations:

U Evrotrust, ensures the security and reliability of the trust services provided via regular
internal and external audits performed by independent organisations;

U Evrotrust guarantees that the policy and practice applied in its operations is non-
discriminatory;

U the trust services are available for all entities whose operations fall within the scope of
applicability of the services and who agree to fulfil their obligations as specified in the policies, practices,

the contract and the general terms of Evrotrust;
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U in relation to the risk of liability for damages caused under Article 13 of Regulation (EU) No.

910/2014, Evrotrust concludes a suitable insurance policy for third party liability in accordance with the

national law;

U Evrotrust has the necessary financial stability and resources for operation in accordance

with this document;

U Evrotrust has policies and procedures for resolution of claims and disputes raised by users

or relying parties in relation to the provision of the services or other activities related to the services;

U where the provision of trust services involves subcontractors, Evrotrust always signs a

contract.

5.21 TRUSTED ROLES

A detailed allocation of the functions and responsibilities of the personnel is stipulated in the internal

documents of Evrotrust: job descriptions, staffing plan and the relevant internal operating procedures.

The functions allocation is implemented in such a way as to minimize the risk of compromising,

confidential information leakage or the emergence of a conflict of interests.

Evrotrust keeps qualified employees at positions ensuring the fulfilment of its obligations at any

time during its activities of issuing, maintenance and management of qualified certificates in accordance

with the regulations.

The provider ensures its activities with its own staff, while for certain activities under the Regulation
(EU) ~ 9 1EOrétrash rhag involve also foreign persons.

Evrotrust has developed job descriptions for each trusted role of the personnel, as follows:

U Security Administrator 7 overall responsibility for the management and implementation of

systems security procedures: develops the security policy; takes measures for technical protection of data

and systems; defines the operational security measures; exercises direct control over the compliance with

the informat.i

on

systemsd security

requirement s,

installation, configuration, maintenance and changes in the information systems or the network.

U0 system administrator T responsible for the installation, configuration and maintenance of

reliable systems for the services management: system recovery if necessary; reconfiguration of devices

and systems in connection with the implementation of new services or solutions; monitoring of the technical

and software status of the servers and alarms for incidents;

U System Operator T directly responsible for the operation of the reliable technological systems

of Evrotrust and for the system backup: creation and management of certificates for qualified electronic

signature/seal, including the creation of key pairs i

private and public for a qualified electronic

signature/seal; use of efficient technologies to ensure the daily operation of the system; testing and
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inspections for the reliable system operation and security; compliance with the technical requirements for
the devices operation and in case of technical failure notifying the relevant officials;

0 System Auditor i in charge of data storage, backup and management of event logs (especially
for their integrity verification) in carrying out internal audits, as well as the compliance of the activity with
Regul ation (EU) ~ 9 aulito2sOpkrdises tielaetivitiesyos dll eegistration authorities
operating as assigned by Evrotrust.

5.2.2 REQUIREMENTS FOR THE DIVISION OF RESPONSIBILITIES

Evrotrust& employees (both temporary and permanent) have job descriptions written with respect
tothe roles they perform, with division of the dut.
rule. The sensitivity of the position is defined based on the responsibilities, access levels, qualification and
diploma.

Evrotrust complies with the following requirements for division of duties and fields of responsibility:

U the roles and responsibilities, as described in the information security policy of Evrotrust,
are indicated in the employees6 job descriptions;

U the trusted roles which Evr ot rust 6s security of oper at
established;

U the trusted roles are determined by the management;

U the trusted roles are approved by the management and by the employee that will fulfil the
role;

U the trusted roles are fulfilled by different employees;

U Evrotrust ensures that all employees with trusted roles are free of any conflicts of interest
that could undermine their impartiality;

U the trusted roles and responsibilities included are security officers, system administrators;
system operators and system auditors;

U The employees of Evrotrust are assigned trusted roles by the senior management based
on the @Al owest privileged principle during the co

Certain trust services may require application of additional specific roles.
5.2.3 IDENTIFICATION AND VERIFICATION OF THE PERSONALITY FOR EACH ROLE
The Evrotrust staff is subject to identification and verification of personality in the following

situations:

U when they are included in a list of persons with a limited access to Evrotrust buildings;
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U when they are included in a list of persons with physical access to the Evrotrust technological
system and network resources;

U when they are authorized to perform a specific assigned role;

U creation and assignment of an account and a password in the Evrotrust information system;

Any authorization for the performance of a certain role requires:

U The role to be unique and directly related to a specific person;

U not to be shared with another person;

U it should be limited to the function resulting from the role and to be performed by a specific
person. The role is performed by providing software, technological system and access to the Evrotrust
operating system. The proper execution of the role requires direct control over the position.

The operations, performed by Evrotrust, requiring access to shared network resources are

protected by the implemented mechanisms for strong authentication and encryption of transmitted data.

5.3 CONTROL OVER THE STAFF

The Evrotrust staff consists of a sufficient number of highly qualified employees. The persons
performing trusted roles have the necessary professional training and experience, which ensures the
compliance with security requirements and technical standards for security assessment. The professional
knowledge in the field of information systems, cryptography and infrastructure of public keys enables the
employees with trusted roles to perform their official duties in high quality.

The Evrotrust employees pass periodic courses for subsequent additional training to meet the

modern requirements for the Evrotrust activity.

5.3.1 STAFF QUALIFICATIONS

Evrotrust makes sure that the person performing a trusted role of the Certification Authority or in
the Registration Authority system meets at least the following requirements for the position:

U has graduated at least secondary education (as far as there are no additional requirements for
the corresponding job);

U Has signed a civil or labour contract describing his/her role in the system and the corresponding
responsibilities;

U Has undergone the necessary training related to the scope of duties and the tasks of his/her
position;

U Has been trained in the field of personal data protection;

U0 Has signed an agreement containing a clause on the protection of sensitive (in terms of
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